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ABSTRACT

This study proposes an IPFS-based system for automatic digital intellectual
property registration within Web3 platform environments. The rapid develop-
ment of digital technology has encouraged the transformation of Intellectual
Property Rights (IPR) protection from manual systems to more secure and ef-
ficient digital mechanisms. However, current IPR registration processes remain
centralized, slow, and vulnerable to data tampering. Based on this issue, this
study aims to design and test an automatic IPR registration system using the
InterPlanetary File System (IPFS) as a decentralized storage solution. This re-
search employs a software engineering method with a prototyping approach that
includes the design of a user interface, integration of the IPFS API, implemen-
tation of an automatic hash-generation system, metadata storage in a database,
and issuance of digital certificates. Testing results show that the system can
automatically register digital works, generate unique and consistent file hashes,
upload files to IPFS with an average upload time of less than two seconds, and
provide global accessibility through a distributed network. In addition, the sys-
tem is capable of validating the authenticity of a work by matching the hash
and metadata listed in the digital certificate. Based on these findings, it can be
concluded that the use of IPFS in digital IPR registration systems is effective in
enhancing security, efficiency, and transparency, although further development
is required in relation to integration with national legal frameworks and formal
legal recognition.
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1. INTRODUCTION
In the emerging Web3 ecosystem, decentralized storage technologies such as IPFS are increasingly

explored for digital intellectual property documentation. The rapid advancement of digital technology has
transformed how intellectual works are created, distributed, and consumed, leading to new challenges in en-
suring ownership protection [1]. In the era of Web3, where decentralization, transparency, and user control
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are central principles, conventional Intellectual Property Rights (IPR) systems remain largely centralized, often
characterized by complex administrative procedures, high costs, and slow processing times [2, 3]. As a result,
creative industry actors including software developers, writers, musicians, and digital artists face increasing
risks such as forgery, plagiarism, unauthorized distribution, and data loss, which complicate the protection and
enforcement of their rights in digital environments [4].

To address these challenges, the InterPlanetary File System (IPFS), a peer-to-peer distributed storage
system, offers a promising alternative for developing secure and decentralized IPR registration mechanisms
[5]. IPFS utilizes a content-addressable architecture in which each file is assigned a unique cryptographic hash,
enabling immutable, tamper-resistant, and globally accessible data storage [6]. This study aims to design and
evaluate an IPFS-based system for automatic IPR registration, where digital files are securely stored, metadata
is systematically recorded, and unique hashes are generated as verifiable proof of ownership. The system further
incorporates timestamping and audit trail mechanisms to ensure transparency and traceability of creation and
registration events, thereby enhancing trust in the verification process [7, 8].

This research is motivated by the limited availability of practical implementations of IPFS-based IPR
systems, particularly in developing countries such as Indonesia, where intellectual property registration is still
dominated by centralized administrative institutions [9]. Existing studies predominantly focus on blockchain-
based solutions, which, although strong in immutability and transparency, often emphasize transaction record-
ing rather than efficient file storage and face challenges related to scalability, latency, and operational costs
[10, 11]. In contrast, this study proposes IPFS as the primary storage infrastructure, leveraging its content-
addressed mechanism to improve storage efficiency, reduce redundancy, and support scalable management of
large digital assets. The novelty of this research lies in the development of a functional prototype capable of
generating publicly verifiable digital certificates without exposing the original content, thereby preserving both
ownership proof and data privacy [12, 13].

Preliminary results indicate that the proposed IPFS-based system offers several advantages, including
faster registration processes, lower operational costs, enhanced data integrity, and improved resilience against
data loss due to its decentralized architecture [14]. Additionally, the system enables public verification of own-
ership through hash comparison without compromising the confidentiality of the original files [15]. Beyond
its technical contributions, this study also highlights broader implications for developing countries, where de-
centralized technologies can complement existing legal frameworks by supporting early-stage documentation
of intellectual property [16]. Nevertheless, several challenges remain, including the need for regulatory align-
ment, infrastructure readiness, and increased awareness among legal and institutional stakeholders. Therefore,
future research should focus on developing integrated legal and technical frameworks to support the adoption
of IPFS-based systems within national and global intellectual property ecosystems [17, 18].

2. LITERATURE REVIEW
2.1. IPFS Technology

The IPFS is a peer-to-peer distributed file system that enables permanent and decentralized storage
and sharing of data [19]. This technology operates using a content-addressable mechanism, in which each
uploaded file receives a unique hash as its identifier [20]. IPFS has significant potential for building a secure
and censorship-resistant data ecosystem, particularly for digital data storage that requires high authenticity
and integrity [21, 22]. In the context of intellectual property, IPFS’s key features such as immutability and
decentralization provide a strong foundation for the permanent recording of ownership evidence. IPFS can
overcome limitations of traditional storage systems, such as data loss risks and metadata manipulation, which
are common challenges in digital copyright protection [23].

2.2. Intellectual Property Rights in the Digital Era
Digital transformation has significantly changed how intellectual works are created, distributed, and

claimed as property [24]. The World Intellectual Property Organization reports that a major challenge in the
digital era is ensuring that creators can maintain exclusive rights to their works without hindering rapid global
distribution [25, 26]. Traditional IPR registration systems are considered inadequate to keep pace with the
fast-growing production of digital content [27]. Therefore, new approaches that are automated and technology-
driven have become increasingly necessary. IPR registration systems based on blockchain and IPFS have the
potential to accelerate registration processes while enhancing transparency in ownership verification [28]. This
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is particularly relevant today, as an increasing number of digital works are not properly documented in legal
frameworks, making them vulnerable to copyright infringement [29].

Figure 1. Intellectual Property Protection Framework in the Digital Era

Figure 1 illustrates the intellectual property protection framework in the digital era by highlighting the
interaction between digital creators, digital platforms, and intellectual property protection mechanisms [30].
Digital creators produce various forms of content such as software, multimedia works, digital art, and written
materials, which are distributed through online platforms including websites, digital marketplaces, and social
media [31]. However, traditional intellectual property registration systems rely on centralized authorities, often
involving lengthy administrative procedures, verification delays, and potential risks related to data storage and
accessibility [20, 32].

These limitations may discourage creators from formally registering their works, increasing the risk of
plagiarism, unauthorized duplication, and ownership disputes [28]. To address these challenges, the proposed
framework introduces decentralized storage using IPFS, where each digital work is assigned a unique crypto-
graphic hash as verifiable proof of ownership [33]. This approach ensures secure and distributed storage while
enhancing transparency, reducing dependence on centralized systems, and enabling more efficient verification
of intellectual property ownership in digital environments [34, 35].

2.3. Integration of IPFS with Automatic Registration Systems
Integration between IPFS and automatic registration systems has increasingly been explored as a

future-oriented solution for intellectual property protection [36]. A prototype digital platform was developed
using IPFS as a permanent storage layer for legal documents. The results showed a 45% improvement in doc-
ument verification efficiency compared to conventional systems [37]. The importance of combining IPFS with
blockchain technology to create legal systems that are not only fast and secure but also possess strong legal va-
lidity. By recording an IPFS hash on a blockchain, the registration process can be automated, transparent, and
publicly verifiable without exposing the original content. This approach supports the principle of open access
while safeguarding the exclusive rights of creators [38]. Therefore, the development of IPFS-based automatic
registration systems is not merely technical but also strategic, supporting the transformation of intellectual
property law toward a framework that is more adaptive to the digital era [39].

2.4. Recent Developments in Decentralized Intellectual Property Systems
Recent studies have increasingly explored the role of decentralized technologies in supporting digital

intellectual property management [40, 41]. Advances in blockchain, decentralized storage, and cryptographic
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verification have created new opportunities for protecting digital works and establishing transparent ownership
records [42]. In particular, distributed storage technologies such as IPFS have gained attention due to their
ability to maintain data integrity through cryptographic hashing while enabling scalable storage across peer-to-
peer networks [43].

Furthermore, recent research highlights the effectiveness of hybrid approaches that combine decen-
tralized storage with blockchain-based verification mechanisms. This integration enables efficient file storage
while maintaining immutable and verifiable ownership records [44]. Applications in creative industries, dig-
ital platforms, and open innovation ecosystems suggest that decentralized systems can enhance transparency,
reduce reliance on centralized authorities, and improve long-term accessibility of intellectual property data
[45, 46]. By incorporating these developments, this study aligns with current research trends in decentralized
infrastructures for intellectual property protection [47].

2.5. Comparison Between IPFS-Based and Blockchain-Based IPR Registration Systems
In recent years, blockchain technology has been widely explored for digital intellectual property regis-

tration due to its immutability, decentralized consensus, and transparent verification [48]. Many studies propose
systems where digital works are recorded as transactions and verified through smart contracts. However, these
approaches face challenges related to scalability and storage efficiency, as public blockchains require high com-
putational resources and transaction fees [49, 50]. As a result, storing full digital files on-chain is impractical,
leading to hybrid models where only metadata or hashes are recorded on the blockchain while the actual content
is stored off-chain.

In contrast, the IPFS provides a decentralized storage architecture optimized for efficient file distribu-
tion. The results of this study show that the IPFS-based system achieves faster upload performance (0.8–1.7 sec-
onds) and lower computational overhead through content-addressable storage using Content Identifiers (CID).
Its peer-to-peer structure enables dynamic scalability and efficient handling of large digital assets. While IPFS
offers a lightweight and cost-efficient storage solution, blockchain can still play a complementary role in pro-
viding legal validity and timestamp verification. Therefore, this study highlights IPFS as an effective primary
storage layer, with future integration of blockchain to strengthen ownership verification and legal recognition.

2.6. Hybrid Integration of IPFS and Blockchain for IPR Protection
Recent developments in decentralized technologies have encouraged the integration of IPFS with

blockchain to enhance digital asset management frameworks. IPFS provides efficient decentralized storage
and content distribution, while blockchain ensures immutable records and trusted timestamping for verifica-
tion.

In this hybrid model, IPFS serves as the primary storage layer where files are stored and assigned
a unique CID, while only the CID and metadata are recorded on the blockchain. This approach improves
scalability and reduces storage costs, while enabling blockchain to function as a verification and timestamping
layer. From an intellectual property perspective, the combination strengthens ownership evidence by ensuring
secure storage through IPFS and legal traceability through blockchain, making it a promising solution for
decentralized intellectual property systems.

2.7. Emerging Trends in Decentralized Digital Infrastructure
Recent advancements in decentralized digital infrastructure have significantly influenced secure data

management systems, with studies since 2022 highlighting the role of technologies such as blockchain, IPFS,
and decentralized identity in enabling transparent and tamper-resistant documentation. In particular, IPFS has
emerged as a scalable storage solution that supports large-scale applications and integrates with complementary
technologies to enhance data reliability, security, and performance. These developments improve traceability
and verification of digital assets through cryptographic hashing and distributed storage, reinforcing the rel-
evance of IPFS-based approaches in addressing challenges of digital ownership verification and long-term
preservation, while aligning this study with current research trends in decentralized computing and intellectual
property protection.

3. RESEARCH METHODOLOGY
The methodology of this study focuses on designing and evaluating a prototype system that utilizes

decentralized storage technology to document intellectual property records. The proposed system architecture
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was developed to demonstrate how digital works can be securely stored, verified, and retrieved using IPFS
technology. In addition to the technical design, the methodology also emphasizes system usability and clarity
of explanation to ensure that the operational mechanism can be understood by both technical and non-technical
audiences.

3.1. Type and Approach of Research
This study employs a qualitative descriptive approach combined with software engineering. The de-

scriptive method is used to explain the challenges of IPR protection in digital environments, while the software
engineering approach focuses on designing and developing an automatic registration system based on the IPFS.
The main objective is to build a prototype capable of performing automatic registration, storage, and verifica-
tion of digital works, and to evaluate its effectiveness compared to conventional systems.

In this system, submitted files are stored in the IPFS network and converted into a unique crypto-
graphic hash known as a CID, which serves as a permanent reference and ensures data integrity. The CID
and metadata are recorded in the system database to establish verifiable ownership. Additionally, the archi-
tecture supports retrieval and verification processes, allowing users to confirm authenticity by accessing files
through the CID. This decentralized approach enhances transparency, reduces reliance on centralized systems,
and improves the reliability of intellectual property documentation.

3.2. Research Location, Duration, and Workflow
The research was conducted online using open-source software development environments, including

Node.js, the IPFS API, and IPFS Desktop. The study was carried out over a period of four months, from
January to April 2025.

The research process consisted of several stages, including problem identification, system design,
prototype development, and system testing. These stages were systematically implemented to ensure the suc-
cessful development and evaluation of the proposed IPFS-based intellectual property registration system. The
complete workflow of the research process is illustrated in the following figure:

Figure 2. Research Workflow Illustrating the Sequential Stages of System Design, Development, IPFS
Integration, and Performance Evaluation
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Figure 2 presents the overall research workflow used in this study. The research begins with problem
identification, where challenges related to intellectual property protection in digital environments are analyzed.
This stage is followed by a literature review, which examines previous studies on decentralized storage tech-
nologies, intellectual property management systems, and IPFS-based applications. After establishing the theo-
retical foundation, the research proceeds to the system design phase, where the architecture of the IPFS-based
intellectual property registration system is defined. This includes the design of system components, data flow
mechanisms, and the integration model between the application layer and the IPFS network. The next stage
involves prototype development, where the proposed system is implemented as a functional prototype. During
this phase, the system is integrated with the IPFS network to enable decentralized storage and generation of
CID for uploaded digital assets. Following implementation, system testing and performance evaluation are
conducted to measure the reliability, efficiency, and scalability of the system when processing digital file regis-
trations. The final stage involves result analysis, where the experimental results are interpreted to evaluate the
effectiveness of the proposed decentralized intellectual property registration approach.

3.3. Data Collection Techniques
Data collection in this study was conducted using two primary methods:

• Literature Review: Analyzing recent literature (2021–2024) related to IPFS, blockchain, and digital IPR
systems.

• Prototype Experimentation: System testing was performed using several types of digital works (docu-
ments, images, audio), which were stored within the IPFS network to analyze performance and reliability.

To evaluate the effectiveness of the proposed system, several representative digital file formats were
selected for testing, including PDF, JPEG, and MP3 files. These file types were chosen because they represent
common categories of digital intellectual property frequently created and distributed on online platforms. PDF
files were used to represent textual works such as research papers, reports, and digital publications. JPEG files
were selected to represent visual intellectual property such as digital artwork, photographs, and graphic designs.
Meanwhile, MP3 files were included to represent audio-based intellectual property such as music recordings,
podcasts, and other digital sound content.

The selection of these file formats allows the testing process to simulate real-world intellectual prop-
erty scenarios across multiple digital content categories. Each file type was uploaded to the system to evaluate
the stability of the IPFS storage mechanism, the generation of CID, and the consistency of cryptographic hashes
used to verify data integrity. By using multiple file formats, the study ensures that the proposed system can
support diverse types of digital intellectual property assets commonly found in digital platforms.

3.4. System Design and Specifications
The system developed in this study consists of three main components: a user interface, a backend for

managing files and metadata, and integration with IPFS. The system generates a file hash each time a user reg-
isters their work, uploads the file to the IPFS network, and generates a digital certificate as proof of ownership.
The backend component of the system plays a critical role in connecting the web application with the IPFS
distributed storage network. When a user uploads a digital intellectual property file through the front-end inter-
face, the file is first processed by the backend server built using Node.js. The server performs initial validation
procedures, including file format verification, file size validation, and metadata extraction. After validation,
the backend initiates communication with the IPFS network through the IPFS HTTP API. The uploaded file
is transmitted to the IPFS node using an HTTP API request, where the file is encoded and distributed across
the IPFS network. The request-response mechanism returns a CID as the response, which uniquely represents
the file’s content. The system then processes this response by storing the CID along with metadata in the
database. The overall process flow includes file validation, API request submission, CID generation, metadata
storage, and digital certificate issuance, ensuring a reproducible and structured system operation. Once the
file is successfully stored, the IPFS network generates a unique cryptographic identifier known as a CID. This
CID represents the exact content of the uploaded file and serves as a permanent reference that can be used to
retrieve the file from the network. Because the CID is generated based on the file’s content, any modification
to the file will result in a completely different identifier, ensuring strong data integrity verification. After the
CID is generated, the backend system stores the associated metadata in the MongoDB database. This metadata
includes information such as the creator’s identity, file name, timestamp of registration, file format, and the
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generated CID. The stored metadata allows the system to maintain an organized index of registered intellectual
property assets while enabling efficient search and retrieval operations.

Finally, the system automatically generates a digital certificate of intellectual property registration.
The certificate includes essential verification elements such as creator identification, registration timestamp,
file metadata, and the corresponding IPFS hash or CID. This certificate functions as verifiable proof that the
digital asset has been securely registered within the decentralized system and may serve as supporting evidence
for ownership authentication.

Below are the Technical Specifications of the System Used:

Table 1. System Design and Specifications
Component Technical Specifications
Programming Language JavaScript (Node.js)
Framework Frontend React.js
IPFS API js-IPFS, IPFS Desktop
Database MongoDB (Metadata Storage & hash)
Platform Web-based (responsive)
Communication Protocol HTTPS, IPFS Protocol

Table 1 presents the main components and technical specifications of the IPFS-based automatic IPR
registration system developed in this study. The system is built using a web-based approach, employing
JavaScript as the programming language, with Node.js serving as the backend framework and React.js as the
user interface layer. The IPFS API is utilized as the communication bridge between the system and the IPFS
network, enabling automatic file uploads and retrieval of file hashes.

MongoDB was selected as the database due to its capability to manage non-relational data, such as
metadata and file hashes. The system is designed to run on a web platform using HTTPS as the communication
protocol to ensure data security, along with the IPFS protocol for decentralized file storage. These specifications
support the research objective of creating a lightweight, efficient system that can be easily integrated into larger
digital platforms.

The overall process flow of the system begins with file submission through the web interface, followed
by backend processing and validation. The validated file is then uploaded to the IPFS network through API
communication, which generates a unique CID. This identifier is subsequently stored along with the relevant
metadata in the database, enabling the platform to generate a verifiable digital certificate of intellectual property
ownership. This workflow ensures that digital assets are securely registered, efficiently stored, and easily
verifiable through decentralized infrastructure.

3.5. System Testing Techniques
To measure the performance of the IPFS-based automatic registration system, testing was conducted

using the Black Box Testing method along with performance analysis based on the following parameters:
storage time, file retrieval time, and hash accuracy. The evaluation was carried out on three different types of
digital files (text, image, and audio), with each file type tested 10 times.

The following section presents the Testing Design for Storage and Registration Effectiveness:

Table 2. Storage and Registration Effectiveness Testing
File Type File Size Average Upload Time (seconds) Average Access Time (seconds) Hash Consistency
Text (PDF) 1 MB 0.8 0.5 100%
Picture 2 MB 1.1 0.6 100%
Audio 5 MB 1.7 0.9 100%

Table 2 provides an overview of the methods used to test the system’s effectiveness in registering
digital works into the IPFS network. The testing was conducted on three types of digital files documents
(PDF), images (JPEG/PNG), and audio files (MP3) with varying file sizes. File Size represents the amount of
data being tested to evaluate its impact on upload and retrieval times.

Average Upload Time (seconds) indicates the duration required to upload a file to IPFS until a hash
is successfully generated. Average Retrieval Time (seconds) measures the time needed to retrieve the file from
the IPFS network using its hash.
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Hash Consistency shows whether the generated hash remains consistent for identical files. A value of
100% indicates that no hash changes occurred as long as the file content remained unmodified, demonstrating
system stability and data integrity. This table is used to quantitatively evaluate the system’s performance and
to determine whether IPFS can be relied upon as a secure and efficient method for digital registration.

3.6. Scalability Testing, Experimental Environment, and System Functionality
To evaluate the technical feasibility of the proposed system, scalability testing was conducted under

larger data conditions and simulated real-world usage scenarios. The experimental environment consisted of a
local development server connected to the IPFS network using IPFS Desktop and the js-IPFS API. The backend
was developed using Node.js, while the frontend utilized React.js. The system was deployed on a workstation
with an Intel Core i7 processor, 16 GB RAM, Ubuntu Linux 22.04 operating system, and a 100 Mbps internet
connection. Various datasets were prepared, including text documents (PDF), images (JPEG/PNG), and audio
files (MP3), with total storage sizes ranging from 10 MB to 100 MB.

The evaluation included performance metrics such as upload latency, retrieval time, system through-
put, and concurrent request handling. Tests were conducted both sequentially and under simulated multi-user
conditions to assess system stability and identify potential bottlenecks. The results indicate that the IPFS-based
architecture can efficiently distribute processing loads, maintaining stable performance with minimal degrada-
tion during concurrent operations. These findings demonstrate that the system is capable of handling increasing
volumes of digital assets, providing insights into its potential for real-world deployment in large-scale intellec-
tual property platforms.

To ensure accessibility for readers from diverse academic backgrounds, the system functionality can
be understood as a secure digital archive for storing intellectual property assets. When a file is uploaded, it
is converted into a unique cryptographic identifier known as a CID, which serves as a digital fingerprint of
the content. Unlike centralized storage systems, IPFS distributes files across multiple nodes, enhancing data
durability and reducing the risk of data loss. The system then generates a digital certificate containing key
metadata, including the creator’s identity, upload timestamp, and CID, which can be used as verifiable proof of
existence. This simplified workflow highlights how the proposed system combines technical robustness with
conceptual clarity, making it suitable for researchers, practitioners, and policymakers interested in decentralized
intellectual property management.

4. RESULTS AND DISCUSSION
The system prototype developed in this study follows the research workflow illustrated in Figure 2,

where each stage from system design to performance evaluation contributes to the validation of the proposed
IPFS-based intellectual property registration framework. Recent studies have also demonstrated that decen-
tralized storage systems can significantly improve transparency and data integrity in digital asset management
systems.

4.1. Results of the Prototype Development of the Automatic IP-Based Intellectual Property Registration
System Using IPFS

Based on the design and implementation stages that have been carried out, a prototype of an automatic
digital work registration system integrated with IPFS has been successfully developed. The system’s main
function is to accept uploaded works in various formats (PDF, JPEG, MP3), automatically generate a file hash,
store it on the IPFS network, and record the hash in an internal database as a legal reference.

The test results show that every registered file was successfully uploaded to IPFS with an efficient
average processing time and produced a unique, tamper-proof hash. In addition, the system is capable of
generating a digital certificate containing the work’s metadata, IPFS hash, and registration timestamp elements
that can be used as proof of authenticity and ownership.

4.2. Effectiveness of Using IPFS in Digital Registration
Based on testing across three file types (documents, images, and audio), the system demonstrated con-

sistent performance. The generated hash remained identical for every upload as long as the file was unchanged,
indicating a high level of integrity. The storage time to IPFS was also efficient, averaging from 0.8 to 1.7
seconds depending on file size.
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Furthermore, files stored on IPFS can be retrieved from any location using their IPFS hash, highlight-
ing the decentralized and open-access nature of the network. These results confirm that IPFS can be reliably
used for recording and storing digital intellectual property data, effectively replacing local or centralized server
storage methods that are more vulnerable to data loss and manipulation.

Summary of System Testing Results for the Automatic IP-Based IP Registration System Using IPFS

Table 3. Summary of Test Results for the Automatic IP-Based Intellectual Property Registration System
Using IPFS

Type of Work File Size Average Upload Time IPFS Accessibility Hash Consistency
Text (PDF) 1 MB 0.8 second Available globally 100%
Picture 2 MB 1.1 second Available globally 100%
Audio 5 MB 1.7 second Available globally 100%

Table 3 presents a summary of the test results for the automatic Intellectual Property (IP) registration
system based on IPFS, using three types of digital files: PDF, images, and audio. The evaluation considers file
size, upload time, accessibility, and hash consistency. The results show efficient performance, with a 5 MB file
uploaded in 1.7 seconds on average. All files were globally accessible via CID, and hash consistency reached
100%, ensuring strong data integrity and reliable proof of ownership.

Compared to centralized systems, IPFS offers better resilience, scalability, and availability through
distributed storage and content-based addressing. However, limitations such as potential latency and lack of
legal recognition remain. Therefore, integrating IPFS with blockchain is recommended to enhance verification
and legal acceptance.

4.3. Scalability Analysis and Real-World Application Simulation
Scalability tests were conducted to evaluate system performance under larger datasets and real-world

conditions. The system successfully handled file batches ranging from 10 MB to 100 MB without failures or
hash inconsistencies. Upload time increased proportionally with file size but remained within acceptable limits,
with approximately 2.8 seconds for 50 MB datasets and 3.5 seconds for 100 MB datasets.

Concurrent user simulations showed stable system performance with minimal degradation under mul-
tiple simultaneous uploads, indicating effective load distribution across IPFS nodes. These findings suggest that
the system is suitable for real-world applications such as digital copyright registration, digital art platforms, aca-
demic repositories, and software documentation systems, as it can handle larger datasets and concurrent users
while maintaining consistent hash generation, reliable performance, and global accessibility.

4.4. Validation, Problem Alignment, and System Evaluation
Once the hash is stored in both IPFS and the system’s database, users receive a digital certificate

containing the unique hash as proof of ownership. This certificate enables third-party validation through hash
matching and registration timestamps. The results show that ownership verification can be performed indepen-
dently without accessing the original content, relying solely on the IPFS hash and associated metadata. This
mechanism enhances transparency and privacy protection. Furthermore, the certificate includes key proof-of-
ownership elements such as timestamps, user identity, and the IPFS hash, ensuring alignment with standard
verification requirements. Overall, the findings address the need for an automatic, secure, and decentralized in-
tellectual property registration system, demonstrating that IPFS can provide a publicly auditable infrastructure
with strong data integrity and long-term accessibility.

The evaluation also highlights key strengths, including fast registration, independence from central-
ized authorities, and high data transparency. However, limitations remain, such as dependence on stable internet
connectivity and the absence of formal integration with government institutions for full legal recognition. These
challenges indicate opportunities for future development, particularly through integration with blockchain net-
works and national electronic verification systems to enhance legal validity and system robustness.

4.5. Implications for Decentralized IPR Systems in Developing Countries
The implementation of decentralized intellectual property registration systems has broader implica-

tions beyond technical design, particularly for developing countries where intellectual property administration
remains largely centralized. In Indonesia, intellectual property protection is formally managed through gov-
ernment institutions that provide legal recognition, yet the process can be time-consuming and administratively
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complex for digital creators. In this context, decentralized technologies such as IPFS can serve as complemen-
tary tools by enabling early documentation and verification of digital works through cryptographic hashes and
timestamps. This mechanism allows creators to establish verifiable proof of ownership that can support, rather
than replace, existing legal frameworks.

For rapidly growing digital economies, such systems are especially relevant in protecting creators who
publish their work online before formal registration. Independent artists, developers, and researchers often face
risks of plagiarism or unauthorized use due to the absence of immediate legal protection. Decentralized regis-
tration mechanisms can function as initial proof-of-creation systems, recording the existence of digital works at
a specific time. Furthermore, integrating IPFS with national intellectual property infrastructures could enhance
transparency, accessibility, and long-term data preservation through hybrid models that combine decentralized
storage with centralized legal validation.

In addition, future implementations may benefit from integrating IPFS with blockchain-based verifica-
tion mechanisms. In such hybrid architectures, IPFS provides efficient decentralized storage, while blockchain
ensures immutable timestamping and verification by recording the CID within a transaction. This approach
strengthens proof of ownership and increases trust, particularly in jurisdictions that rely on centralized systems.
Overall, these hybrid solutions have strong potential to bridge the gap between decentralized technologies and
formal legal infrastructures, supporting more effective intellectual property governance in the digital era.

4.6. Legal and Policy Implications of IPFS-Based IPR Systems
The adoption of decentralized storage technologies such as IPFS in intellectual property registration

systems raises important legal and policy considerations. While the proposed system demonstrates technical
feasibility in securely storing digital works and generating verifiable CID, the legal recognition of such decen-
tralized records remains a challenge in many jurisdictions. In most countries, IPR are formally granted through
centralized government institutions, which provide official documentation and legal enforcement mechanisms.
However, as digital content creation continues to expand, traditional systems often face limitations in efficiently
processing large volumes of digital works.

Decentralized technologies such as IPFS offer an alternative approach by enabling the documentation
of digital works through cryptographic hashing and distributed storage. The use of CID provides verifiable
digital fingerprints that ensure authenticity and data integrity. Nevertheless, without formal integration into
legal frameworks, these records may not be recognized as legally binding proof of ownership. Therefore, hybrid
models that combine decentralized documentation with centralized legal validation are increasingly relevant,
where IPFS can serve as proof-of-existence while official institutions provide certification and enforcement.

From a policy perspective, the adoption of decentralized infrastructures can enhance transparency,
accessibility, and long-term data preservation, particularly in emerging digital economies. Policymakers are
encouraged to develop regulatory frameworks that support the coexistence of decentralized technologies with
existing intellectual property systems. Overall, decentralized solutions should be viewed not as replacements,
but as complementary tools that improve the efficiency, scalability, and transparency of intellectual property
protection in the digital era.

4.7. International Recognition of IPFS-Based Digital Certificates
The increasing adoption of decentralized technologies raises important questions regarding the inter-

national recognition of digital certificates generated through systems such as IPFS. In the context of intellectual
property protection, these certificates can serve as proof of existence and integrity of digital works. However,
their legal acceptance varies across jurisdictions, as most countries still rely on centralized intellectual property
offices for formal certification.

Unlike institutional certificates, IPFS-based certificates rely on cryptographic verification rather than
official authority. While this ensures transparency and immutability, the lack of formal endorsement may
limit legal enforceability. Nevertheless, the growing recognition of electronic records and digital signatures
in international frameworks suggests that decentralized documentation could complement existing registration
systems.

Despite this potential, challenges remain in aligning decentralized technologies with legal infrastruc-
tures, including issues of jurisdiction, authentication, and evidentiary standards. Therefore, collaboration be-
tween technology developers, policymakers, and intellectual property institutions is essential. Overall, IPFS-
based certificates may not replace formal registration but provide a complementary tool for strengthening au-
thorship evidence in global digital environments.
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4.8. Contribution to Sustainable Development Goals
The proposed IPFS-based system contributes to several United Nations Sustainable Development

Goals (SDGs), particularly SDG 9 (Industry, Innovation, and Infrastructure) and SDG 16 (Peace, Justice, and
Strong Institutions). The system demonstrates efficient digital infrastructure through fast upload times (0.8–1.7
seconds) and scalable decentralized storage, supporting innovation and resilience in digital systems.

In relation to SDG 16, the system enhances transparency and accountability through immutable and
publicly verifiable intellectual property records using cryptographic hashing, supporting reliable documen-
tation and reducing ownership disputes. Decentralized storage further improves data resilience and reduces
reliance on vulnerable centralized systems, while complementing legal frameworks to enable more efficient
and trustworthy governance of digital intellectual property.

5. MANAGERIAL IMPLICATIONS
The findings of this study provide important practical implications for organizations managing digital

assets and intellectual property in online environments. As digital content creation continues to grow across
platforms such as digital media services, software development environments, and creative marketplaces, com-
panies require reliable mechanisms to document, verify, and protect their intellectual property assets.

The proposed IPFS-based system offers a decentralized solution for recording digital works and gen-
erating verifiable identifiers through Content Identifiers (CID). Organizations can integrate this system into
existing workflows via API-based architectures, enabling automatic upload, CID generation, and metadata
storage for traceability. A phased implementation strategy, starting with pilot integration and progressing to
full deployment, can support adoption. This approach is particularly relevant for digital publishing platforms,
NFT marketplaces, and software repositories, where secure and transparent intellectual property documentation
is essential to prevent duplication and ensure ownership verification.

From a managerial perspective, adopting decentralized storage technologies can enhance operational
efficiency in managing intellectual property documentation. By utilizing distributed storage infrastructures
instead of relying solely on centralized databases, organizations can ensure that digital records remain acces-
sible, verifiable, and resistant to data loss. This approach is particularly beneficial for organizations handling
large volumes of digital content, such as multimedia companies, digital publishing platforms, and software
development firms.

Furthermore, integrating IPFS-based documentation systems can strengthen digital governance and
compliance by enabling transparent asset tracking, reducing ownership disputes, and supporting auditing pro-
cesses. Although implementation requires consideration of legal and organizational factors, the findings of this
study indicate that decentralized storage technologies have strong potential to complement existing intellectual
property management systems in modern digital business environments.

6. CONCLUSION
This study explored the implementation of the IPFS as a decentralized infrastructure to support au-

tomatic intellectual property registration on digital platforms. The results demonstrate that the integration of
IPFS can significantly improve the security, transparency, and integrity of digital intellectual property records.
By utilizing content-addressed storage and distributed networking mechanisms, the system enables creators
to securely store and verify their digital assets without relying on centralized authorities. The generated CID
serves as a unique and immutable reference for each digital work, allowing users to validate authenticity and
ownership through decentralized verification mechanisms.

Furthermore, the research highlights the potential of decentralized technologies in addressing persis-
tent challenges in digital intellectual property protection, such as data manipulation, unauthorized duplication,
and inefficient registration processes. The proposed system architecture illustrates how digital files can be au-
tomatically registered, securely stored within the IPFS network, and accessed through verifiable cryptographic
hashes. This mechanism not only strengthens trust in digital asset management but also demonstrates how
distributed storage can serve as a foundation for future digital intellectual property systems.

Despite the promising results, several aspects require further exploration to enhance the practical
implementation of the proposed system. Future research should consider integrating IPFS with complementary
technologies such as blockchain-based verification systems and smart contract mechanisms to strengthen legal
recognition and automate intellectual property certification processes. In addition, broader discussions on
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regulatory frameworks and international legal recognition are necessary to support the adoption of decentralized
intellectual property registration systems, particularly in developing countries where centralized infrastructures
still dominate. These developments would contribute to creating a more secure, transparent, and globally
applicable framework for protecting intellectual property in the digital era.
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