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ABSTRACT

The rapid growth of digital infrastructures has amplified cybersecurity vulnera-
bilities, challenging organizations to manage risks effectively. Traditional vul-
nerability assessment methods, such as static scoring systems, often overlook
dynamic threat information, leading to sub optimal prioritization. This study ad-
dresses the gap in existing vulnerability management approaches by introducing
a data-driven framework that combines internal system data, public vulnerabil-
ity databases, and external threat intelligence using predictive analytics. The
proposed decision support information system employs machine learning as an
analytical component to estimate the likelihood of vulnerability exploitation and
support vulnerability prioritization decisions. The novelty of this approach lies
in its ability to prioritize vulnerabilities not only based on technical severity but
also considering the context of real-world threat activity. When bench marked
against conventional methods, this approach demonstrates superior performance
in identifying exploitable vulnerabilities, improving accuracy and recall, thus
optimizing resource allocation. By adopting a proactive, risk-based strategy, the
framework prioritizes the most critical vulnerabilities in complex IT environ-
ments. The results highlight the potential of predictive models in enhancing
cybersecurity management and supporting sustainable infrastructure, driving a
shift toward more efficient, data-driven decision-making.
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1. INTRODUCTION
The rapid expansion of digital infrastructures and increased reliance on interconnected systems have

intensified the cybersecurity threat landscape for modern organizations [1, 2]. The growing complexity of
software architectures, frequent system updates, and the widespread adoption of cloud and distributed environ-
ments have resulted in an overwhelming number of vulnerabilities that must be continuously managed [3, 4].
In this context, effective vulnerability assessment and prioritization are essential to cybersecurity risk man-
agement [5, 6]. Organizations must identify which weaknesses pose the most immediate and severe threats to
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operational continuity, making data-driven vulnerability assessment crucial [7, 8]. This research aligns with
SDGs 9 on building resilient infrastructure and promoting sustainable industrial growth by advancing the tech-
nology needed for secure digital environments. Despite advancements in vulnerability assessment techniques,
many organizations lack an information system that can integrate heterogeneous security data and support
organizational decision-making for vulnerability prioritization. These methods often evaluate vulnerabilities
in isolation, failing to incorporate contextual factors like asset criticality, data driven, network exposure, and
evolving threat intelligence [9, 10]. As a result, data driven security teams may focus on vulnerabilities with
high scores while neglecting lower-scored but actively exploited vulnerabilities, leading to inefficient patch
management, increased costs, and prolonged exposure to risks. This issue relates to SDGs 16, which em-
phasizes the role of cybersecurity in strengthening institutions by ensuring secure digital systems that foster
transparency and accountability.

Previous research has explored the use of data analytics and machine learning in cybersecurity; how-
ever, from an Information Systems perspective, limited attention has been given to vulnerability management
as a decision support problem requiring system-level integration of data, models, and organizational context.
However, many studies focus on isolated data sources or narrow analytical tasks, limiting support for com-
prehensive vulnerability prioritization [11]. This study proposes a novel data-driven framework that integrates
diverse data sources and applies machine learning to predict vulnerability exploitability [12]. By factoring in
contextual elements such as asset importance and network exposure, the framework generates a more accurate
vulnerability score [13]. This approach contributes to cybersecurity management by demonstrating how data-
driven, context-aware methods can enhance vulnerability prioritization and promote a proactive, risk-based
strategy, aligning with SDGs 9 and SDGs 16 through improved digital security and risk management.

From an Information Systems perspective, cybersecurity vulnerability management represents a com-
plex organizational decision-making problem rather than a purely technical security task. Accordingly, this
study positions vulnerability assessment as a decision support information system that integrates heterogeneous
security data, analytical models, and organizational context to support risk-based vulnerability prioritization.

2. LITERATURE REVIEW
Vulnerability assessment has traditionally relied on standardized scoring systems, penetration testing,

and static code analysis to evaluate the severity of security weaknesses in information systems [14, 15]. Among
these methods, the Common Vulnerability Scoring System (CVSS) is the most widely adopted due to its stan-
dardized metrics and ease of interpretation [16, 17]. CVSS allows organizations to rank vulnerabilities based
on predefined severity criteria. However, prior studies have consistently highlighted its limitations in practi-
cal risk management [18, 19]. Specifically, CVSS evaluates vulnerabilities in isolation and fails to consider
organizational context, exploit availability, or evolving threat conditions. This issue is particularly relevant in
modern cybersecurity environments, where vulnerabilities are dynamic and context-dependent [20, 21]. As a
result, vulnerabilities with high CVSS scores may not pose immediate risks, while those with lower scores that
are actively exploited may be overlooked, leading to inefficient prioritization and remediation [22, 23].

To address these limitations, risk-based decision-making and predictive analytics frameworks have
emerged as alternatives [24, 25]. These models emphasize the importance of contextual data, helping organiza-
tions better allocate resources to vulnerabilities with the highest likelihood of exploitation [26, 27]. This shift
towards data-driven decision-making supports more adaptive and real-time assessment methods. The increas-
ing availability of large-scale cybersecurity datasets has accelerated the use of machine learning techniques for
threat detection and prediction [28, 29]. Models such as Random Forest, Gradient Boosting, and deep learning
architectures have been applied to tasks including intrusion detection, malware classification, and exploit pre-
diction [30, 31]. These algorithms can identify complex patterns that rule-based methods may miss. Machine
learning also enables the detection of non-linear relationships between system vulnerabilities and exploitabil-
ity, facilitating more precise prioritization. Several established cybersecurity frameworks, including the NIST
Cybersecurity Framework and the MITRE ATT & CK framework, offer guidance for managing cyber risks and
understanding adversary tactics and techniques [32, 33]. These frameworks are commonly used for strategic
planning, threat modeling, and mapping security controls. However, they are not designed for quantitative
vulnerability prioritization or predictive exploitability assessment.

While they provide valuable structure for understanding threats, they rely on external analytical tools
for data-driven decision-making. Existing frameworks are not sufficient for real-time, risk-based vulnerability
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management. The literature suggests that integrating predictive analytics with these frameworks could enhance
their effectiveness, yet no solution has fully combined these elements into a unified, actionable vulnerability
assessment system. This study fills this gap by proposing an integrated, data-driven framework that merges
predictive analytics with contextual risk assessment, extending existing research to create a more effective
approach to vulnerability prioritization. By combining internal system data, public vulnerability repositories,
and external threat intelligence, the framework generates a more accurate vulnerability score that moves beyond
static scoring systems.

From an Information Systems perspective, prior studies have largely emphasized technical models and
analytical accuracy, with limited focus on vulnerability management as an organizational information system
that supports managerial decision-making. This study extends the Information Systems literature by concep-
tualizing vulnerability prioritization as a decision support system that integrates data, analytical models, and
organizational context into a unified decision-making framework.

Figure 1. Data Driven Vulnerability Prioritization Framework

Figure 1 illustrates a high-level data-driven vulnerability prioritization framework that integrates mul-
tiple security data sources, including internal system data, vulnerability databases, and threat intelligence.
Through an analytics layer based on predictive analytics and machine learning, the framework produces a
risk-based scoring mechanism that evaluates vulnerabilities according to their likelihood of exploitation and
contextual risk [34, 35]. This approach supports a proactive and context-aware decision-making process by
enabling organizations to prioritize vulnerabilities more effectively and focus on those that pose the greatest
potential risk. Rather than relying on reactive remediation, the framework emphasizes decision support for
proactive risk mitigation in dynamic IT environments, contributing to more efficient and strategic vulnerability
management [36, 37].

3. RESEARCH METHODOLOGY
3.1. Research Design

The study adopts a quantitative and data-driven research design aimed at developing and evaluat-
ing a comprehensive cybersecurity vulnerability assessment framework. This research focuses on the design
and evaluation of a decision support information system for cybersecurity vulnerability management, where
predictive analytics are embedded to support organizational decision-making. The experimental approach is
employed to validate the framework’s performance by comparing it with traditional methods using historical



108 ❒ E-ISSN: 2622-6804 | P-ISSN: 2622-6812

cybersecurity incident data. To ensure robustness and generalizability, the design emphasizes the integration
of both internal system data and external data sources. The framework’s predictive accuracy and its ability to
prioritize vulnerabilities are assessed to demonstrate its effectiveness in real-world applications. The method-
ology includes a comparative analysis between the newly proposed framework and traditional systems like the
CVSS, which has historically been used to rank vulnerabilities. This allows the study to establish how the
framework improves vulnerability prioritization and resource allocation compared to conventional methods.

3.2. Framework Architecture
From an Information Systems perspective, the proposed framework is conceptualized as a decision

support information system designed to support organizational decision-making for cybersecurity vulnerability
prioritization. In today rapidly evolving digital landscape, organizations face increasingly complex and diverse
cybersecurity risks [38, 39]. A traditional, static vulnerability scoring system often fails to provide the ac-
tionable insights needed for effective prioritization. As a solution, this framework integrates a variety of data
sources, advanced predictive analytics, and context-aware factors to offer a more accurate and dynamic method
for identifying and prioritizing vulnerabilities that pose the greatest threat to an organization [40, 41].

Within the proposed decision support information system, collected data undergoes preprocessing and
feature engineering to prepare analytical inputs for vulnerability prioritization decisions. This involves cleaning
the data by removing incomplete or duplicate records, normalizing numerical features to standardize ranges,
and encoding categorical variables into formats suitable for machine learning. The feature engineering process
further refines the data by creating indicators such as exploit availability, vulnerability age, and historical attack
frequency, which serve as key predictors for machine learning models. These engineered features are crucial
for enhancing the predictive accuracy of the framework.

Figure 2. Cybersecurity Vulnerability Assessment Framework

Figure 2 above provides an overview of the framework used in this study. It is divided into four
primary stages:

• Data Acquisition.

• Data Preprocessing.

• Predictive Modeling.

• Vulnerability Scoring.

The data acquisition stage focuses on gathering information from internal sources, such as system logs
and network traffic, in addition to external sources like vulnerability databases and threat intelligence feeds.
The preprocessing phase transforms raw data into structured features suitable for analysis by cleaning and
normalizing the data, while feature engineering identifies key indicators like exploit availability and historical
attack frequency. These features are crucial for feeding into the machine learning model, which predicts the
likelihood of vulnerability exploitation. Finally, the framework’s predictive modeling uses machine learning
techniques, such as Random Forest, to estimate the exploitability of vulnerabilities. The output from this model
is integrated with contextual factors such as asset criticality and network exposure, producing a comprehensive
vulnerability score.

3.3. Data Collection and Preprocessing
The data collection process combines both internal and external sources, creating a rich dataset that

enhances vulnerability assessment. Internal data is collected from sources such as system logs and network
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traffic records, offering critical insights into system activities, potential weaknesses, and the organization’s
overall exposure. These internal sources provide context for understanding the existing infrastructure, helping
identify and prioritize vulnerabilities [42]. Meanwhile, external data from sources like vulnerability databases
(e.g., CVE, NVD) and threat intelligence feeds provide a broader perspective on emerging risks and real-time
updates on known threats, exploits, and attacks.

Following the data collection phase, preprocessing is essential to prepare the dataset for analysis. This
phase involves data cleaning, such as removing incomplete or duplicate records, ensuring that the dataset is
reliable and accurate [43]. Normalization of numerical features (e.g., severity scores, frequency of attacks)
standardizes the data, while categorical variables (e.g., system type, vulnerability class) are encoded to make
them compatible with machine learning models. These preprocessing steps ensure that the dataset is consistent
and ready for effective analysis.

In the feature engineering stage, relevant indicators are extracted from the data, such as vulnerabil-
ity age, exploit availability, asset exposure level, and historical attack frequency. These features are crucial
for assessing the likelihood of vulnerabilities being exploited, which feeds directly into the machine learning
model. By refining the dataset, this phase improves the predictive capabilities of the framework, enabling it to
make more accurate assessments and prioritize vulnerabilities for remediation effectively. To further improve
data quality, a consistency check is applied across internal and external sources to resolve discrepancies in
vulnerability identifiers and timestamps. Records referring to the same vulnerability from different sources are
merged using standardized identifiers, ensuring that each vulnerability instance is represented accurately. This
integration process reduces redundancy and enhances the completeness of the dataset, allowing the framework
to capture both technical characteristics and real-world threat context in a unified representation.

In addition, basic statistical analysis is conducted during preprocessing to examine data distribution
and detect potential class imbalance between exploited and non-exploited vulnerabilities. When imbalance is
observed, resampling techniques are applied to prevent model bias toward majority classes assessment frame-
work. This step ensures that the predictive model is trained on balanced and representative data, thereby
strengthening its ability to generalize across different vulnerability scenarios and improving the reliability of
subsequent prioritization results.

Table 1. Main Data and Data Collection Process
Data
Type Source Description

Internal
Data

System
Logs

Records system activities,
providing insights into system

vulnerabilities and organizational exposure.

Network Traffic
Records

Offers information on data
flows and communication patterns,

highlighting potential network risks.

External
Data

Vulnerability
Databases

Provides detailed information on known vulnerabilities
(e.g., CVE, NVD),

offering a broader view of global threats.
Threat Intelligence

Feeds
Provides real-time updates on emerging threats,

exploits, and attacks, helping assess potential risks.

The combination of internal and external data sources, as shown in Table 1, plays a pivotal role in
creating a well-rounded view of cybersecurity vulnerabilities. These diverse data inputs allow for a more
dynamic and informed approach to vulnerability prioritization, ensuring that resources are allocated effectively
to mitigate the most pressing risks. The preprocessing and feature engineering steps further ensure that the
dataset is structured and ready for machine learning, significantly enhancing the accuracy and efficiency of the
vulnerability assessment framework process.

3.4. Predictive Model Development
The predictive model is developed using the Random Forest classifier, chosen for its ability to handle

high dimensional data and its robustness to noisy inputs. The model predicts the likelihood of a vulnerabil-
ity being exploited based on features such as exploit availability and historical attack frequency [44]. This
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approach allows for probabilistic scoring of vulnerabilities, aiding in prioritization. Hyperparameter tuning
is performed using cross-validation to optimize model performance and reduce overfitting. This ensures the
model performs well across different datasets and remains generalizable to various cybersecurity environments.
Cross-validation helps to fine-tune the model by evaluating its performance on different subsets of the data. The
model’s effectiveness is evaluated using accuracy, precision, recall, and F1-score, with an emphasis on recall,
which is crucial in identifying high-risk vulnerabilities. These metrics offer insights into the model’s ability to
correctly identify vulnerabilities that pose a significant threat to organizational security.

In addition to model selection and tuning, feature importance analysis is conducted to better under-
stand the contribution of each input variable to the prediction results. By examining the relative influence of
features such as exploit availability, vulnerability age, and historical attack patterns, the model provides inter-
pretability regarding which factors most strongly affect exploitation likelihood. This analysis supports trans-
parency in decision making and helps security analysts validate whether the model’s predictions align with
known threat behaviors. Moreover, understanding feature relevance enables further refinement of the frame-
work by eliminating redundant variables and improving computational efficiency without sacrificing predictive
accuracy. To enhance robustness, the predictive model is also tested under different data distribution scenarios
to evaluate its stability in practical environments. Sensitivity analysis is applied to assess how changes in input
features influence the predicted exploitation probability.

3.5. Vulnerability Scoring Mechanism
The vulnerability scoring mechanism integrates the output of the predictive model with contextual

risk factors. These factors include asset criticality, network exposure, and organizational impact, ensuring
that the prioritization process accounts for both technical severity and the potential operational consequences
of an exploited vulnerability. By weighting the predicted exploit probability against the contextual factors,
the framework generates a composite vulnerability score that offers a dynamic and context-aware approach to
vulnerability prioritization. This method ensures that vulnerabilities with high exploitability and significant
organizational impact are given higher priority, allowing for more effective use of security resources. The
framework is designed to go beyond static scoring systems like CVSS, which do not incorporate contextual
information. The inclusion of dynamic factors ensures that vulnerabilities are ranked based on both technical
and real-world operational risk, providing a more comprehensive vulnerability prioritization system.

4. RESULT AND DISCUSSION
Performance of the Predictive Model From an Information Systems perspective, the performance of

the proposed decision support system was evaluated in terms of its ability to improve decision quality in vul-
nerability prioritization using a hold-out test dataset composed of historical vulnerability exploitation records.
Standard classification metrics, such as Accuracy, Precision, Recall, and F1-Score, were employed to assess the
model’s predictive effectiveness. From an Information Systems perspective, the system demonstrates its ability
to improve decision quality by prioritizing vulnerabilities that are more likely to be exploited in real-world
contexts. This indicates the model’s ability to accurately identify vulnerabilities that are likely to be exploited.

The high recall value is particularly significant in cybersecurity, as it highlights the model’s capacity to
detect exploitable vulnerabilities, thus minimizing the risk of false negatives. Missing high-risk vulnerabilities
is a critical issue in cybersecurity, as it may lead to severe security incidents. The strong precision also indicates
that the model is capable of reducing false positives, thereby ensuring that the vulnerabilities flagged as critical
truly represent potential security risks.

Table 2. Model Demonstrates
Metric Value

Accuracy 0.91
Precision 0.89

Recall 0.93
F1-Score 0.91

Table 2 above, while the accuracy of 0.91 is promising, further analysis is required to understand the
model’s performance under various operational conditions. For instance, the model’s ability to perform on
imbalanced datasets or datasets containing rare vulnerabilities should be explored further. This is particularly
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important in real-world cybersecurity scenarios, where such data conditions are common. Additionally, it is
essential to investigate the generalizability of the model across different types of organizational environments.
The current results are based on a specific set of cybersecurity incidents, and their performance might vary
when applied to datasets from different industries or organizations. Thus, validating the model on more diverse
datasets will strengthen its practical application. Finally, the ability of the Random Forest model to capture
complex, non-linear relationships between vulnerability characteristics and exploitation likelihood sets it apart
from simpler rule-based systems. This advantage allows the framework to perform better in identifying vulner-
abilities that may be overlooked by traditional methods like CVSS, which rely on static scoring mechanisms.

4.1. Comparison with Traditional CVSS-Based Prioritization
To assess the practical effectiveness of the proposed framework, vulnerability prioritization results

were compared with the rankings generated using the traditional CVSS-based scoring system. The comparison
revealed that the proposed framework outperformed CVSS by successfully identifying a higher proportion of
vulnerabilities that were exploited in real-world incidents. This is particularly evident in the top-ranked vulner-
abilities, where the proposed framework identified 8 out of the top 10 vulnerabilities as exploited, compared to
only 5 identified by the CVSS approach.

Table 3. Based Scoring System
Scoring

Approach
Exploited Vulnerabilities

Top 10 Precision

CVSS-Based Ranking 5 0.50
Proposed Framework 8 0.80

Table 3 demonstrates this improvement in precision. The CVSS-based ranking yielded a precision
score of 0.50, while the proposed framework achieved 0.80, indicating a more accurate prioritization of vul-
nerabilities based on their actual exploitation history. The framework’s ability to leverage threat intelligence
and contextual risk factors significantly improved its performance over the traditional static approach. The
comparison also highlighted that several vulnerabilities with moderate CVSS scores, but which were actively
exploited, were ranked higher by the proposed framework. This shift is a direct result of the framework’s
dynamic prioritization mechanism, which factors in real-time threat intelligence and asset criticality, offering
a more relevant and actionable score than CVSS alone. Moreover, the CVSS system failure to account for
organizational-specific data, such as network exposure or asset importance, makes it less effective in real-
world settings. In contrast, the proposed framework context-aware scoring ensures that vulnerabilities critical
to an organization operations are prioritized, even if they receive moderate CVSS scores [45, 46]. This com-
parative analysis also reinforces the idea that static scoring systems like CVSS may mislead security teams
into focusing on vulnerabilities that, while severe, are less likely to be exploited in the near future [47, 48].
The proposed framework incorporation of dynamic threat intelligence and contextual awareness ensures more
proactive, risk-based vulnerability management, which is crucial for modern cybersecurity strategies.

4.2. Interpretation of Findings
The superior performance of the proposed framework can be attributed to its ability to integrate pre-

dictive exploitability analysis with contextual risk information. Unlike CVSS, which provides a static severity
score based on predefined criteria, the proposed approach evaluates vulnerabilities dynamically, considering
real-world threat activity and the organization’s exposure. By incorporating asset criticality, network exposure,
and threat intelligence, the framework ensures that vulnerabilities with the highest likelihood of exploitation are
prioritized. One of the key advantages of the proposed framework is its capacity to capture complex, non-linear
relationships between vulnerability characteristics and exploitation likelihood. This is a critical step forward,
as traditional rule-based systems cannot easily represent these relationships. The use of machine learning mod-
els like Random Forest allows the framework to adapt to new, unseen patterns, ensuring that vulnerability
prioritization remains accurate and relevant over time.

Additionally, the framework benefits from the ability to continuously learn and incorporate new data,
ensuring that vulnerability prioritization stays up-to-date with emerging threats. This is in stark contrast to
traditional systems, which are limited by their static nature and fail to account for changes in the threat land-
scape or an organization’s operational context. As cybersecurity threats evolve, the ability of the framework to
integrate live threat intelligence allows for a more responsive and agile approach to vulnerability management.
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Another significant improvement is the ability to assess exploitability in the context of organizational risk. By
considering not only the likelihood of exploitation but also the impact of a vulnerability on the organization’s
assets and operations, the proposed framework aligns vulnerability prioritization with overall cybersecurity
strategy and risk management goals. This makes it a more effective tool for For Chief Information Security
Officers (CISOs) who need to allocate limited resources to the most critical vulnerabilities [49, 50].

From a practical perspective, the proposed framework offers several advantages that allow organi-
zations to shift from reactive vulnerability management to a proactive, risk-based strategy. By incorporating
dynamic threat intelligence and contextual risk factors, security teams can allocate resources more effectively,
focusing on vulnerabilities with the highest likelihood of exploitation and greatest potential impact on orga-
nizational operations. This proactive approach also allows organizations to stay ahead of emerging threats,
rather than responding only when a vulnerability is actively exploited. For example, vulnerabilities that may
have gone unnoticed using traditional methods like CVSS could be flagged by the proposed framework due to
the integration of threat intelligence, giving organizations a head start on patching or mitigating potential risks
before an attack occurs. CISOs and other decision-makers, the framework provides a data-driven decision-
support tool that enhances situational awareness. This tool enables security teams to make informed decisions
about which vulnerabilities to address first, reducing the likelihood of a breach and improving overall cyber
resilience. However, there are several limitations to the study. First, the dataset used for evaluation is limited
to specific data sources and time periods, which may affect its applicability to different industries or threat
environments. The framework’s effectiveness also depends on the quality and timeliness of threat intelligence
feeds, which can vary across organizations. Future research should aim to expand the dataset and explore
real-time data integration to further test the framework’s scalability. Lastly, while the framework demonstrates
strong performance, it is important to recognize that no system is perfect. The model may still face challenges
with certain types of vulnerabilities, particularly those that are newly discovered or rarely exploited. Future
research should focus on enhancing the model’s ability to handle such edge cases and improve its robustness in
diverse operational contexts.

5. MANAGERIAL IMPLICATIONS
5.1. Proactive Vulnerability Management

The proposed decision support information system represents a significant shift from reactive to proac-
tive vulnerability management by enhancing managerial situational awareness and supporting evidence-based
cybersecurity decision-making. By leveraging predictive analytics and contextual risk factors, the framework
enables organizations to identify vulnerabilities that are most likely to be exploited in the near future rather
than relying solely on static severity scores. This allows security teams to anticipate potential threats and
address critical weaknesses before they escalate into serious security incidents, thereby strengthening overall
organizational preparedness.

CISOs and cybersecurity practitioners, adopting this proactive approach supports timely mitigation
of high-risk vulnerabilities and enhances cyber resilience. The framework also contributes to improved oper-
ational continuity by reducing exposure windows and minimizing the likelihood of disruptive attacks. In an
increasingly dynamic threat landscape, the ability to act in advance of exploitation is essential for maintaining
stable and secure digital operations.

5.2. Efficient Resource Allocation
One of the key managerial benefits of the proposed framework lies in its ability to improve resource

allocation through risk-based prioritization. By ranking vulnerabilities according to both their probability of
exploitation and the potential operational impact, the framework provides a more accurate basis for decision
making compared to traditional systems that rely only on severity scores. Factors such as asset criticality and
network exposure ensure that the most sensitive and vulnerable systems receive immediate attention.

Through its decision support capabilities, the proposed information system enables organizations to
concentrate limited remediation resources on areas that pose the highest risk, increasing the overall efficiency
of cybersecurity investments. Decision makers can allocate security budgets more strategically and avoid un-
necessary remediation efforts on low-impact vulnerabilities. As a result, organizations can achieve better risk
reduction outcomes while maintaining cost-effective cybersecurity operations.
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5.3. Integration with Existing Cybersecurity Frameworks
Another important implication of this framework is its compatibility with existing cybersecurity strate-

gies and governance models. Many organizations already adopt established frameworks such as NIST or
MITRE ATT & CK to structure their security practices. The proposed framework complements these ap-
proaches by incorporating predictive modeling and real-time threat intelligence into vulnerability prioritization
processes, thereby enhancing their analytical depth.

From a managerial perspective, this integration allows organizations to strengthen current security
programs without replacing existing policies or architectures. Managers can continue to rely on familiar stan-
dards while benefiting from more adaptive and data-driven prioritization mechanisms. This alignment supports
a holistic cybersecurity strategy that integrates technical controls, risk management objectives, and operational
continuity requirements within a unified decision-support structure.

6. CONCLUSION
This study contributes to the Information Systems literature by proposing and evaluating a data-driven

decision support system that enhances cybersecurity vulnerability management in organizational contexts. This
contribution positions cybersecurity vulnerability management not merely as a technical security function, but
as a core organizational information system that enhances managerial decision-making and risk governance.
Motivated by the limitations of traditional vulnerability assessment approaches that rely on static and context-
independent scoring mechanisms, the proposed framework integrates heterogeneous cybersecurity data sources
with machine learning-based predictive analytics to support more accurate and actionable vulnerability priori-
tization. By combining internal system data, public vulnerability repositories, and external threat intelligence,
the framework captures both technical severity and real-world threat dynamics.

The empirical evaluation demonstrates that the proposed framework outperforms conventional CVSS-
based prioritization methods in identifying vulnerabilities that are likely to be exploited. The machine learning
model achieved strong predictive performance, particularly in terms of recall, which is critical for minimizing
missed high-risk vulnerabilities. Furthermore, the integration of contextual risk factors, such as asset criticality
and network exposure, enables the framework to align vulnerability prioritization with organizational risk and
operational impact, thereby enhancing the effectiveness of cybersecurity decision-making.

From a theoretical perspective, this study contributes to the cybersecurity and risk management litera-
ture by bridging predictive exploitability modeling and contextual risk assessment within a unified framework.
Practically, the proposed approach supports a shift from reactive patch management toward a proactive, risk-
based vulnerability management strategy, enabling organizations to allocate security resources more efficiently.
Despite these contributions, the study is subject to limitations related to data scope and dependency on threat
intelligence quality. Future research should explore the incorporation of real-time data streams, alternative ma-
chine learning models, and automated remediation recommendations to further enhance the adaptability and
scalability of the framework. Overall, this study highlights the critical role of data-driven and context-aware
approaches in strengthening organizational cyber resilience in an increasingly dynamic threat landscape.
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