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become fundamental priorities. This transition introduces critical challenges in
distributed systems, peer-to-peer networking, and security engineering, partic-
ularly concerning fault tolerance, data integrity, and resilience against central-
ized failures. Traditional centralized web architectures often suffer from single
Keywords: points of failure, making them vulnerable to cyberattacks and censorship. This
study investigates the InterPlanetary File System (IPFS) as a content-addressed,
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IPFS peer-to-peer distributed storage architecture that enhances decentralized web in-
SLR frastructures by enabling immutable data validation, node redundancy, and im-
p2p proved resistance to system-level attacks. This study adopts a Systematic Lit-
Security erature Review (SLR) approach to examine the application of IPFS in develop-
Web 3.0 ing secure and decentralized websites within the Web 3.0 ecosystem. Following

PRISMA-guided procedures, recent peer-reviewed studies are systematically an-
alyzed to identify architectural patterns, security mechanisms, and system-level
challenges associated with decentralized web hosting. The findings are synthe-
sized to assess the implications of IPFS for data integrity, system resilience, and
fault tolerance in distributed environments. These results lead to the conclusion
that integrating IPFS into website development represents a strategic step toward
creating a more transparent, resilient, and decentralized web ecosystem aligned
with the core principles of Web 3.0.
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1. INTRODUCTION

The growing reliance on centralized web infrastructures has increasingly exposed digital platforms to
systemic risks, including data breaches, service outages, and unilateral control over information flows. While
contemporary web platforms enable large-scale interaction and content creation, their underlying architectures
often concentrate data ownership and governance within a small number of service providers, resulting in
diminished user control, heightened censorship risks, and vulnerability to infrastructure failures or cyberattacks
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[1]. These limitations have intensified calls for alternative web architectures that emphasize transparency,
resilience, and decentralized control.

Decentralized web paradigms have emerged in response to these structural challenges by rethink-
ing how data is stored, accessed, and verified across networks. Rather than relying on server-centric models
characteristic of earlier web architectures [2], decentralized systems promote peer-to-peer interaction and user-
driven content management, extending the participatory model popularized during the social-media-driven era
of interactive platforms [3]. This shift has become central to the vision of Web 3.0, which prioritizes open
participation, cryptographic trust, and distributed governance mechanisms.

Within the Web 3.0 ecosystem, the InterPlanetary File System (IPFS) has gained significant attention
as a decentralized, content-addressed storage protocol designed to eliminate dependence on centralized servers
[4, 5]. By identifying data through cryptographic hashes rather than physical locations, IPFS enables intrinsic
verification of content integrity, facilitates distributed replication, and supports censorship-resistant access to
information [6, 7]. These characteristics position IPFS as a critical infrastructural component for decentralized
web applications that require long-term data availability and user sovereignty.

From an engineering and systems perspective, however, the adoption of IPFS introduces a range of
technical challenges that remain highly relevant to IEEE research and practice [8]. The content-addressed
design of IPFS raises important questions regarding routing efficiency, replication strategies, and interoper-
ability with existing web protocols [9]. Furthermore, decentralized content retrieval must balance security
and resilience against performance constraints such as latency, throughput, and scalability, particularly un-
der dynamic network conditions [10-12]. These challenges underscore the need for systematic evaluation of
IPFS-based architectures beyond isolated implementations or proof-of-concept systems [13].

Despite a growing body of research, uncertainty remains regarding the practical viability of IPFS for
real-world decentralized website development, including its usability, performance consistency, and compati-
bility with widely adopted web technologies [14]. Rather than developing or experimentally testing a specific
prototype, this study adopts a Systematic Literature Review (SLR) approach to synthesize empirical and ana-
Iytical findings from recent peer-reviewed studies. Through comparative analysis, this research evaluates the
security, performance, and architectural characteristics of IPFS-based web infrastructures relative to traditional
centralized hosting models [15].

The primary objective of this study is to assess whether IPFS can effectively support the development
of secure, tamper-resistant, and censorship-resilient web architectures [16, 17]. Existing studies have explored
IPFS performance under various conditions, including network disruptions, unauthorized data modification
attempts, and multi-user access scenarios [18-20]. By consolidating insights from these studies, this review
aims to clarify the conditions under which IPFS can serve as a viable alternative to traditional hosting systems,
particularly for organizations and individuals seeking greater control over their digital assets [21, 22].

Beyond technical considerations, decentralized web technologies align with broader socio-economic
objectives, particularly the United Nations Sustainable Development Goals (SDGs). Web 3.0 infrastructures
contribute to SDG 9 and SDG 16 by promoting resilient, secure, and transparent digital systems [23, 24]. In
Indonesia, national digital transformation strategies emphasize infrastructure development to support sustain-
able growth and inclusive connectivity, reinforcing the relevance of evaluating decentralized web technologies
such as IPFS [25, 26].

2. LITERATUR REVIEW
2.1. The Transition of Web Architectures Toward Decentralized Paradigms

However, Web 2.0 was susceptible to issues including data manipulation, censorship, and privacy vio-
lations due to its heavy reliance on centralized servers managed by third parties [27]. As a result, Web 3.0 arose
as a decentralized system that gives people complete control over their data. To provide a clear analytical foun-
dation, this study adopts a theoretical lens grounded in distributed systems and security engineering [28, 29].
Within this framework, decentralized web infrastructure is examined through three interrelated dimensions:

 Architectural decentralization, which emphasizes Peer to Peer (P2P) communication and content-addressed
storage.

» System resilience, encompassing fault tolerance, redundancy, and availability [30].

* Security assurance, including data integrity, immutability, and resistance to unauthorized modification.
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This framework is used to organize and interpret the reviewed studies, enabling a structured analysis
of how IPFS contributes to Web 3.0 infrastructure beyond descriptive characteristics.

Guided by this theoretical framework, the review is analytically driven by the following research
questions:

* (RQ1) How does IPFS architecture, as a distributed system, enhance data integrity and tamper resistance
in decentralized web environments?

* (RQ2) What system-level resilience and fault-tolerance properties are enabled by IPFS-based P2P net-
working?

* (RQ3) What technical limitations and performance trade-offs are identified across existing studies when
IPFES is applied to large-scale Web 3.0 infrastructures?

Web 3.0 builds a more secure and equitable digital economy by utilizing blockchain technology and
other decentralized protocols.

2.2. Content-Addressed Storage and Decentralized Architectural Design

IPFS is a P2P network and protocol intended for data sharing and storage in scattered environments
[31]. Unlike conventional HTTP, IPFS employs content addressing rather than location addressing. This
method makes the data unidentifiable by giving each file in IPFS a distinct cryptographic hash [32, 33]. 4
IPFS also permits data redundancy among several network nodes, boosting the system’s dependability and
resistance to malfunctions. IPFS can enhance data security, file distribution efficiency, and lessen reliance
on central servers, according to a number of earlier research [34, 35]. IPFS and end-to-end encryption work
together to create secure web delivery and storage systems.

2.3. Using Decentralized Technology for Website Security

Building on prior studies in distributed systems and security engineering, this research adopts a con-
ceptual framework that positions IPFS as a content-addressed P2P storage layer within the Web 3.0 ecosystem
[36, 37]. From a distributed systems perspective, IPFS contributes through node-level redundancy, fault toler-
ance, and decentralized routing. From a networking standpoint, the P2P architecture enables resilient content
distribution without reliance on centralized servers [38, 39]. In terms of security engineering, content-based
hashing and cryptographic verification mechanisms ensure data integrity, immutability, and resistance to unau-
thorized modification.

Based on this framework, this study conceptualizes the relationship between IPFS architectural char-
acteristics (content addressing and P2P distribution) and system-level outcomes, including security robustness,
availability, and resilience against single points of failure [40, 41]. This analytical structure provides a theoret-
ical foundation that guides the research design and evaluation process.

Accordingly, the study addresses the following research questions:

* (RQ1) How does IPFS architecture enhance data integrity and tamper resistance compared to traditional
centralized web hosting models?

* (RQ2) To what extent does P2P content distribution in IPFS improve system resilience and fault toler-
ance?

* (RQ3) What security and performance trade-offs emerge when IPFS is applied to decentralized website
development in the Web 3.0 context?

3. RESEARCH METHODS
3.1. Research Approach

This study applies a Systematic Literature Review (SLR) to synthesize empirical and analytical stud-
ies on IPFS-based decentralized web architectures [42]. Methodological rigor is ensured through transparent
literature selection and structured analysis following PRISMA guidelines, without system prototyping or ex-
perimentation [43]. The SLR approach is suitable for identifying trends, challenges, and innovations in IPFS
applications for secure and decentralized Web 3.0 websites [44—46]. The review follows four PRISMA stages:
identification, screening, full-text evaluation, and synthesis [47].
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3.2. Literature Selection Criteria

To ensure the relevance, quality, and consistency of the selected literature, this study defines a set
of inclusion and exclusion criteria that guide the literature screening and selection process. These criteria are
systematically summarized in Table 1, providing a clear framework for identifying studies that are most relevant
to the research objectives.

Table 1. Inclusion and Exclusion Criteria

Criteria Description
An article that explicitly discusses IPFS, decentralization, and Web 3.0.
Scientific studies published between 2021-2025 in reputable journals
(Scopus, IEEE, ACM, Elsevier). Studies involving website security,
distributed systems, and P2P technologies
Blog articles, opinions, or unverified sources that have not undergone
Exclusion peer-review. Research prior to 2021 or

articles not available in English or Indonesian.

Inclusion

The literature selection process is conducted in two sequential stages based on the inclusion and ex-
clusion criteria presented in Table 1. The first stage involves a screening of titles and abstracts to ensure initial
relevance to the research topic. Articles that pass this stage proceed to the second stage, which consists of
a full-text evaluation focusing on methodological quality and the contribution of each study to the research
objectives.

3.3. Stages of SLR Implementation

To provide a clear and structured overview of SLR process, this study outlines the key stages in-
volved in literature selection and analysis. The stages of the SLR implementation are summarized in Table 2,
illustrating the step-by-step process from study identification to synthesis and reporting.

Table 2. Literature Selection and Analysis Process
Level Process Description
Study Identification Collection of articles from databases such as IEEE Xplore, Sco-
pus, and Google Scholar using keywords: “IPFS”, “Web 3.0”,
“decentralized website”, and “secure P2P hosting”.
Title and Abstract Screening Initial screening based on title and abstract to ensure relevance
to the research topic and fulfillment of inclusion criteria.

Full Text Evaluation A thorough review of the article’s content, methodology, find-
ings, and reliability of sources.
Synthesis and Reporting Grouping the results based on categories such as IPFS architec-

ture, data security, and website implementation, followed by nar-
rative analysis and visualization of findings trends.

As summarized in Table 2, the literature selection process follows a structured multi-stage approach
to ensure relevance and rigor. It begins with systematic database searches using predefined keywords [48],
followed by title and abstract screening to assess inclusion criteria. Eligible studies then undergo full-text
evaluation to examine methodological quality and source reliability [49]. Finally, the selected literature is syn-
thesized to identify patterns related to IPFS architecture, data security, and decentralized web implementation
[50].

3.4. SLR Process Flow Diagram

To enhance clarity and transparency in the research methodology, this study includes a visual repre-
sentation of the SLR process. Figure 1 depicts the workflow from planning to data extraction, covering key
stages such as literature identification, screening, eligibility assessment, and synthesis. The figure visually
organizes the systematic approach used to ensure comprehensive inclusion of relevant studies, minimize bias,
and uphold methodological rigor. This visualization not only strengthens the transparency and replicability of
the review process but also helps readers better understand the structured steps involved in conducting an SLR.
It serves as a guide to the systematic, replicable process that underpins the analysis and synthesis of existing
literature on IPFS and Web 3.0 technologies.
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Systematic
Literature Review
(SLR)

Figure 1. Systematic Literature Review (SLR) Process

The research process is described in Figure 1, which begins with the identification of literature and
ends with the production of organized and responsible findings. This representation encourages process trans-
parency and makes it easier for other researchers to replicate the findings.

4. RESULTS AND DISCUSSION
4.1. Overview of Research Findings

To provide a concise overview of the studies selected in this systematic literature review, this section
summarizes key information from the relevant publications, including authors, research methods, publication
year, data sources, and main findings. The summary of the selected literature is presented in Table 3, which
highlights how IPFS and related Web 3.0 technologies have been applied across different research contexts.

Table 3. Summary of Selected Literature on IPFS and Web 3.0

Writer Article Title Method Year Source Research Result

[51] Decentralized File Experiments and 2024 IEEE Xplore  IPFS and blockchain enhance
Sharing: Leveraging  Case Studies data security in decentralized
Blockchain and IPES for storage systems, although scal-
Secure Data Storage ability and access speed remain

challenges. These technolo-
gies support secure and effi-
cient Web 3.0 applications.

[52] Scalable Blockchain ~ Experimental 2022 Scopus Integrating IPFS and
Model Using Off-chain blockchain  secures  health

IPFS Storage for Health- data by using off-chain storage

care Data Security and and on-chain verification. This

Privacy approach  ensures  privacy,

immutability, auditability,

scalability, and reduces risks
of centralized data storage.

[53] IPFS Based Decentralised  Experimenting 2023 Google This paper presents a Web 3.0
Twitter Using Web 3.0  with  prototype Scholar based decentralized Twitter us-
Technologies development ing IPFS for distributed data

storage and blockchain for data
integrity. The system enhances
user data control, reduces cen-
sorship and centralization, but
still faces scalability and access
speed challenges.
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Writer Article Title Method Year Source Research Result

[54] Efficient and Secure Dis-  Framework anal- 2024 ResearchGate  IPFS with blockchain enhances
tributed Data Storage and  ysis & system secure, decentralized, and ef-
Retrieval Using Interplan-  evaluation ficient distributed storage and
etary File System and retrieval, improving data in-
Blockchain tegrity and performance in Web

3.0 environments.

[19] Decentralized Data Stor-  Qualitative litera- 2024 Google IPFS improves data reliabil-
age Using IPFS for Sus-  ture & case evalu- Scholar ity, transparency, and scala-
tainable Blockchain Avail-  ation bility compared to centralized
ability Improvement systems, while revealing chal-

lenges in node stability and
system resilience.

Beyond aggregating existing findings, this SLR provides new insights by revealing consistent cross-
study patterns and unresolved technical tensions in IPFS-based systems. As summarized in Table 3, this SLR
identifies several important observations. First, while most studies confirm that IPFS enhances data integrity
and censorship resistance, this SLR identifies a recurring trade-off between decentralization and performance
scalability that is insufficiently addressed in isolated case studies. Second, the review highlights that security
guarantees in IPFS are predominantly content-centric, whereas network-level attack resilience and adaptive
routing security remain underexplored across application domains. Third, by comparing results from social
media, healthcare, and content hosting use cases, this study uncovers a research gap in domain-specific opti-
mization strategies for IPFS deployment, suggesting that a one-size-fits-all architecture is inadequate for large-
scale Web 3.0 systems. These synthesized insights extend prior work by shifting the discussion from isolated
implementations toward system-level design implications relevant to IEEE research on distributed systems and
secure networking.

However, despite the advantages of this system in terms of security and openness, scalability and
availability speed continue to be major obstacles, especially in large-scale applications like decentralized social
media (like decentralized Twitter) [55, 56]. Several investigations show that although IPFS offers decentraliza-
tion, when the amount of data or the number of nodes increases, the pace of data retrieval from a distributed
network may go down.

4.2. Security, Privacy, and Data Integrity

The reviewed studies consistently indicate that IPFS enhances data integrity and security in decen-
tralized storage systems through content-addressed mechanisms that enable reliable detection of unauthorized
modifications. When combined with blockchain-based verification, these systems further strengthen trans-
parency and auditability. As a result, reliance on centralized control points is reduced, thereby lowering sys-
temic security risks and improving overall resilience.

4.3. Scalability and Performance Challenges

Stability and performance issues are one of the main issues that cloud-based systems, IPFS, and
Blockchain must cope with, particularly when handling massive data volumes and numerous users. As the
number of nodes in the network grows, IPFS may undergo performance deterioration, which affects data pro-
cessing time and access speed. The issue is the effectiveness of the network for managing huge transactions and
storing data in a decentralized system. Decentralization and security are provided by IPFS, however scalability
is still a significant challenge because poorly managed data distribution and management might impede data
retrieval.

Some of the suggested solutions to this problem include network optimization and the use of a strate-
gic node that is more effectively dispersed, as well as the use of extra layers to expedite the process of data
retrieval and verification. Additionally, this is crucial to guarantee system performance, which is ideal in huge
applications like Web 3.0-based social media platforms.

4.4. Application in Web 3.0 Ecosystem

IPFS and Blockchain implementation in Web 3.0 is crucial to building a transparent and safe de-
centralized platform [57]. In the Web 3.0 system, IPFS can be utilized to safely store material, giving users
complete control over their data. A platform designed using IPFS allows for more data protection, user control,
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and transparency by substituting a distributed network for a centralized server. But implementing Web 3.0
with IPFS and Blockchain on big platforms like decentralized social media needs a more robust infrastructure
to handle massive amounts of data. For Web 3.0 to be implemented successfully, particularly on a big scale,
access speed and ability remain a challenge [58].

4.5. Conclusion of Results

Overall, beyond reaffirming established advantages of IPFS, this systematic review uncovers sev-
eral novel analytical insights that are not explicitly articulated in individual studies. First, a consistent cross-
study pattern reveals that security benefits in IPFS-based systems are predominantly achieved at the data layer
through content addressing and cryptographic hashing, whereas network-layer security and adaptive routing
mechanisms remain comparatively underexplored. Second, the synthesis exposes a contradiction in scalability
findings: while experimental studies report acceptable performance in controlled environments, application-
oriented studies in social media and large-scale content delivery consistently document latency degradation
and node coordination challenges. Third, this review identifies a significant research gap in domain-specific
deployment strategies, as most studies assume a generic IPFS architecture without tailoring design choices to
application requirements. These insights demonstrate that current IPFS research emphasizes architectural fea-
sibility over systematic optimization, thereby highlighting critical directions for future IEEE-focused research
on distributed systems and decentralized networking. By continuously improving infrastructure and network
solutions to solve problems, this technology has significant potential to build a safer and more effective decen-
tralized platform in the future scalability and quick access.

5.  MANAGERIAL IMPLICATIONS

The findings of this study provide several important managerial implications for decision-makers,
technology managers, and system architects involved in the development and governance of decentralized
web infrastructure. First, managers responsible for digital platform strategy should recognize that adopting
IPFS is not merely a technological shift, but a strategic architectural decision. IPFS-based systems offer clear
advantages in terms of data integrity, censorship resistance, and resilience against single points of failure.
However, these benefits come with performance and scalability trade-offs. Therefore, managerial decisions
should prioritize hybrid deployment strategies, combining decentralized storage with adaptive caching and
selective centralization to balance security and performance requirements.

Second, from an operational management perspective, the results highlight the need for proactive
governance of node availability and content persistence. Managers overseeing decentralized systems should
implement clear policies for content pinning, node incentive mechanisms, and redundancy management to en-
sure data availability and service reliability. Without such governance mechanisms, the decentralized nature
of IPFS may lead to inconsistent performance and reduced user experience, particularly in large-scale applica-
tions.

Third, at the organizational and policy interface, managers and policymakers should collaborate to
align decentralized web adoption with regulatory requirements related to data sovereignty, privacy, and digital
resilience. The study suggests that IPFS can support compliance with emerging data governance frameworks
by enabling distributed data control and reducing dependence on centralized infrastructure providers. Conse-
quently, managerial leadership is required to translate these technical capabilities into organizational policies,
risk management frameworks, and long-term digital infrastructure strategies that support sustainable and secure
Web 3.0 adoption.

Fourth, from a financial and investment perspective, the adoption of IPFS requires managers to re-
assess cost structures and long-term return on investment in digital infrastructure. While decentralized storage
can reduce dependency on centralized cloud providers and associated vendor lock-in risks, it may introduce new
operational costs related to node maintenance, incentive mechanisms, and performance optimization. There-
fore, managers should conduct comprehensive cost-benefit analyses that account for both direct infrastructure
expenses and indirect strategic benefits, such as improved data sovereignty, system resilience, and reduced
exposure to centralized service disruptions.

Fifth, the findings underscore the importance of organizational capability development and change
management in decentralized web adoption. Successful implementation of IPFS-based architectures demands
not only technical expertise, but also cross-functional coordination between IT teams, security specialists, legal
units, and business stakeholders. Managers should invest in workforce upskilling, establish interdisciplinary
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governance structures, and promote organizational awareness of decentralized system principles to mitigate
operational risks and ensure effective integration into existing digital ecosystems.

Finally, from a long-term strategic innovation perspective, the study highlights that IPFS adoption
should be viewed as an evolving capability rather than a one-time infrastructure decision. As decentralized
web technologies continue to mature, managers should remain adaptive by monitoring advancements in routing
optimization, incentive models, and hybrid architectural frameworks. Proactive engagement with research com-
munities and industry consortia will enable organizations to continuously refine their decentralized strategies,
ensuring alignment with emerging standards and sustaining competitive advantage in the Web 3.0 landscape.

6. CONCLUSION

This study demonstrates that the integration of IPFS and blockchain offers a powerful solution for
building decentralized systems that are more secure and verifiable for Web 3.0-based applications. By utilizing
IPFS for data storage and blockchain for verification, this approach enables users to maintain greater control
over their data, reduces dependence on centralized servers, and enhances data security and privacy. Despite its
strong potential in terms of transparency and data integrity, the primary challenges identified relate to scalability
and access speed, particularly when applied to systems handling large volumes of data.

The main topic of this study is how IPFS and blockchain can be integrated to produce a more decen-
tralized and secure data storage system. Although the results validate the efficacy of both systems, a number
of limitations are still apparent. Scalability becomes a significant issue, particularly on systems with lots of
users and a lot of data, where slower data retrieval and performance degradation might happen. However, if
performance and large-scale data management issues are sufficiently resolved to enable wider acceptance, the
use of IPFS and blockchain is still very relevant to the advancement of Web 3.0.

Building on the identified scalability and performance limitations, several directions for future re-
search and system development are proposed. From a technical perspective, further investigation into adap-
tive routing and caching mechanisms within IPFS is recommended to reduce latency and improve throughput
under high network dynamics. Hybrid architectural designs that combine decentralized storage with strategi-
cally placed gateway nodes may also help balance performance efficiency and decentralization. In addition,
future studies should conduct large-scale performance benchmarking under realistic workloads and explore
performance-aware incentive mechanisms to enhance network stability. In real-world Web 3.0 deployments,
testing IPFS and blockchain implementations in large-scale applications, including decentralized social media
platforms, will further support system readiness and stability.
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