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ABSTRACT

The background of this research originates from the critical role of data stor-
age in the advancement of modern digital technology, where centralized tradi-
tional cloud storage models have become dominant due to their accessibility
and ease of data management. However, the challenges faced by these models
include limited scalability, high operational costs, and vulnerabilities related to
data security and privacy. In response to these limitations, the InterPlanetary
File System (IPFS) has emerged as a decentralized storage solution that offers
an alternative approach to data storage and distribution. The objective of this
study is to compare IPFS and traditional cloud storage based on four key as-
pects: scalability, security, cost, and performance. The methodology involves
a literature review and case studies of IPFS implementation in various practical
scenarios. The findings reveal that while IPFS offers superior decentralization
and resistance to data censorship, it still suffers from inefficiencies in data re-
trieval and challenges in large-scale adoption. The results show that traditional
cloud storage demonstrates advantages in access speed and integration capabil-
ities but remains constrained by higher costs and the risks associated with data
centralization. The conclusion emphasizes the need for continued research to
enhance the efficiency of IPFS and to explore hybrid storage models that inte-
grate the benefits of both decentralized and centralized technologies.
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1. INTRODUCTION
Data storage is a core component of modern digital infrastructure. Although traditional cloud plat-

forms offer wide accessibility, they continue to face challenges related to security, scalability, and rising costs.
Key threats include insider attacks, traffic hijacking, data loss, and insecure interfaces [1, 2]. Security also
remains a major barrier for cloud adoption in sensitive scientific and business applications [3].

To address these weaknesses, decentralized storage through the IPFS has emerged as an alternative.
InterPlanetary File System (IPFS) uses a P2P network and content-addressing based on cryptographic hashing,
enabling data access through unique identifiers rather than centralized locations [4]. This approach improves
resistance to censorship and cyberattacks but still faces limitations in retrieval speed, search efficiency, and
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adoption [5, 6]. Cost and scalability are additional concerns, as cloud services rely on subscription models that
increase with storage and bandwidth demands and may experience slowdowns during traffic spikes. Grounded
in P2P distribution, distributed trust, and content-addressable networks, this study compares IPFS and cloud
storage in terms of scalability, security, cost efficiency, and performance. It also examines IPFS adoption
challenges and the potential integration of decentralized and traditional storage systems [7].

In addition to its technological significance, data storage infrastructure plays an important role in sup-
porting the achievement of the United Nations Sustainable Development Goals. Efficient, secure, and scalable
data storage systems contribute to sustainable digital development by strengthening industry, innovation, and
digital infrastructure as reflected in Sustainable Development Goal 9. Reliable storage technologies enable
organizations to innovate, expand digital services, and support economic growth through resilient and adaptive
information systems.

Data security, privacy, and equitable access to information are also closely related to the objective
of building peaceful, just, and strong institutions as outlined in Sustainable Development Goal 16. Storage
systems that promote transparency, accountability, and user control over data help reduce the risks associated
with centralized authority and information asymmetry. From an environmental and economic perspective, op-
timized data storage architectures support responsible consumption and production in line with Sustainable
Development Goal 12 by reducing unnecessary resource usage and operational inefficiencies. In this context,
decentralized technologies such as IPFS offer an alternative paradigm that aligns technological advancement
with sustainability objectives, making the comparison between traditional cloud storage and decentralized stor-
age systems a strategically relevant research topic.

2. LITERATURE REVIEW
2.1. Traditional Cloud Storage

Traditional cloud storage refers to an internet-based data storage model in which information is stored
and managed on centralized servers operated by third-party service providers. Widely adopted platforms such
as Google Drive, Dropbox, and Amazon Web Services (AWS) enable users to access, synchronize, and share
data across multiple devices with minimal local infrastructure requirements [8]. This centralized architecture
offers high availability, efficient data management, and seamless integration with other digital services, making
cloud storage a fundamental component of modern business and digital ecosystems.

From a managerial and operational perspective, traditional cloud storage provides several advantages,
including reliable performance, scalability, and ease of use. Cloud providers employ advanced technologies
such as load balancing, redundancy, and automatic scaling to maintain service stability during periods of high
demand [9, 10]. These capabilities allow organizations to focus on core business activities without the burden
of managing physical storage infrastructure. Additionally, the standardized interfaces and extensive ecosystem
support offered by cloud services facilitate rapid deployment and integration with enterprise applications.

Despite these benefits, traditional cloud storage also presents notable challenges. The reliance on cen-
tralized servers creates potential vulnerabilities related to data security, privacy, and service availability. Data
stored in cloud platforms remains under the control of service providers, raising concerns regarding unautho-
rized access, data monitoring, and censorship [11, 12]. Furthermore, subscription-based pricing models can
lead to increasing operational costs as data volumes and bandwidth usage grow over time. These limitations
highlight the need for organizations to carefully assess risk, compliance requirements, and long-term cost im-
plications when adopting traditional cloud storage solutions.

2.2. InterPlanetary File System (IPFS)
IPFS is a P2P based storage system designed to provide an alternative to centralized storage models,

IPFS implements a content addressing mechanism, which assigns each file a unique cryptographic identity
known as a CID. This approach allows data to be retrieved directly from the node storing it, without reliance
on a specific server location [13]. A key advantage of IPFS is its resilience against censorship and centralized
attacks. Since files uploaded to IPFS are replicated across multiple nodes within the network, the system is
more robust against server failures and more efficient in distributing digital content. Additionally, IPFS reduces
bandwidth usage by enabling data retrieval from the nearest available node, thereby improving the efficiency
of information delivery [14].

The Figure 1 above illustrates the basic concept of a conventional cloud storage system. In this model,
various types of data such as documents, music, videos, images, contacts, and other files are stored centrally
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Figure 1. Traditional Cloud Storage Architecture

within a single cloud service and can be accessed and shared over the internet at any time [15, 16]. This aligns
with discussions in the literature that emphasize the advantages of cloud storage in terms of accessibility and
system integration. However, despite the effectiveness of this centralized method, it presents several critical
challenges, including security threats, high operational costs, and issues related to censorship or system failures.
Consequently, the IPFS, a decentralized storage system, offers a P2P-based solution that is more resistant to
censorship and more efficient in data distribution, addressing the shortcomings of traditional cloud models [17].

Despite its numerous advantages, IPFS also faces several challenges. One of the main limitations
is the lack of an efficient search mechanism as found in traditional cloud storage systems. Since IPFS does
not utilise a centralized directory system, file searches can only be performed if the user knows the file’s CID
[18, 19]. Additionally, IPFS access speed remains a challenge, especially when the number of nodes storing a
particular file decreases, leading to potential high latency in data retrieval [20].

2.3. Comparison Between IPFS and Traditional Cloud Storage
Based on various studies, several fundamental differences exist between IPFS and traditional cloud

storage systems. From the perspective of security and privacy, IPFS offers more decentralized data control
compared to traditional cloud services managed by service providers. This decentralized model enables users
to retain full control over their data without the risk of third-party intervention [21, 22]. In terms of scalability,
IPFS enables more efficient data distribution compared to traditional cloud storage. The P2P system in IPFS
reduces the load on a single central server, whereas in traditional cloud systems, the larger the amount of stored
data, the greater the burden placed on the central server [23].

In terms of operational cost, IPFS has an advantage as it does not rely on centralized server infras-
tructure, which typically incurs high maintenance expenses. However, in practice, IPFS users often depend on
pinning services such as Filecoin or IPFS Cluster to maintain data availability, which can introduce additional
costs [24, 25]. In terms of performance and access speed, traditional cloud systems tend to be faster and more
stable because their server infrastructure is optimized for efficient data access. In contrast, IPFS faces chal-
lenges in access speed, particularly when files are not widely replicated across the network or when the nodes
storing the data are offline. Overall, although IPFS offers a revolutionary approach to data storage systems,
its implementation still faces challenges in terms of search efficiency and large-scale adoption. Therefore, a
hybrid approach that combines the strengths of both IPFS and traditional cloud storage may serve as a more
optimal solution in the future [26].

3. RESEARCH METHODOLOGY
3.1. Type of Research

This study is a descriptive and qualitative research that aims to analyze and compare IPFS and tra-
ditional cloud storage based on aspects of scalability, security, cost, and performance. The research methods
used are literature study and simulation experiments, where data is obtained through literature analysis and
performance testing of both storage systems in a controlled environment [27, 28].
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3.2. Data Sources
The data in this study is obtained from two main sources Primary Sources direct testing of IPFS and

traditional cloud services such as Google Drive, Dropbox, and AWS to evaluate access speed, storage efficiency,
and network resource consumption [29]. Secondary Sources scientific journals, conference papers, books, and
technical reports related to IPFS and traditional cloud storage. on the concept of IPFS, and a study highlighting
the advantages of IPFS in decentralized architecture [30, 31].

3.3. Data Collection Techniques
The data collection methods in this study were conducted through the following approaches:
Literature Study gathering information from relevant scientific publications regarding the character-

istics, advantages, and challenges of both IPFS and traditional cloud storage [32]. Simulation Experiments
conducting trials of data storage and access using IPFS and traditional cloud services to measure speed, la-
tency, and bandwidth consumption. Comparative Analysis using parameters such as security, scalability, cost,
and performance as key indicators in evaluating the strengths of each technology [33, 34].

3.4. Data Analysis Method
The data obtained were analyzed using a quantitative and qualitative approach, through the following

methods:

• Performance Analysis Measuring access speed in IPFS and traditional cloud storage using tools such as
ping, traceroute, and bandwidth benchmarking. Calculating latency in both systems by comparing the
loading times of files with varying sizes [35].

• Security Analysis Reviewing the risks of cyberattacks, including man-in-the-middle attacks, DDoS, and
data breaches, in both systems [36]. Identifying the encryption mechanisms and data protection methods
used in each platform [37].

• Cost Analysis Comparing cost models between traditional cloud services (e.g., storage and bandwidth
costs for Google Drive, Dropbox, and AWS) and IPFS-based solutions, including the use of pinning
services such as Filecoin or IPFS Cluster.

• Scalability Analysis This analysis evaluates the ability of both systems to handle increasing numbers of
users and growing data volumes [38]. It also investigates the efficiency of data replication and redundancy
within the P2P network architecture of IPFS compared to traditional cloud storage systems [39, 40].

3.5. Research Limitations
Despite the comprehensive comparative analysis conducted in this study, several limitations must be

acknowledged to ensure transparency and proper interpretation of the findings. These limitations define the
scope of the research and indicate areas where the results should be interpreted with caution.

The experimental evaluation was performed in a controlled and relatively limited network environ-
ment. Performance measurements for IPFS and traditional cloud storage were conducted under predefined
bandwidth conditions and geographically constrained nodes [41, 42]. As a result, the observed access speed,
latency, and throughput may not fully represent real-world performance in heterogeneous global networks,
where variations in connectivity, congestion, and node distribution can significantly affect system behavior.

The cloud service providers examined in this study were limited to Google Drive, Dropbox, and AWS
S3. Although these platforms represent dominant and architecturally mature cloud storage solutions, they do
not capture the full diversity of existing cloud services with different pricing models, security mechanisms, and
optimization strategies. Consequently, the comparative results should not be generalized to all cloud storage
platforms without careful consideration.

The decentralized nature of IPFS introduces inherent variability in performance due to fluctuating
node availability, replication levels, and geographic distribution of peers. Since network participation and node
churn cannot be fully controlled or predicted, the reported IPFS performance may vary over time and across
different deployment scenarios [43]. Additionally, the absence of advanced optimization mechanisms such as
automated pinning strategies, incentive-based replication, or blockchain-integrated persistence layers means
that the evaluated IPFS implementation reflects a baseline configuration rather than a fully optimized system.

The security analysis in this study focused primarily on architectural characteristics, data integrity
mechanisms, and general threat considerations. In-depth technical evaluations, including penetration testing,
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cryptographic verification, and adversarial simulations, were beyond the scope of this research. Furthermore,
the study employed a qualitative-dominant comparative approach supported by limited quantitative metrics,
which may not capture fine-grained performance variations under diverse workloads and access patterns. Future
research incorporating large-scale empirical testing and longitudinal analysis would enhance the robustness and
generalizability of the findings.

4. RESULTS AND DISCUSSION
4.1. Performance Comparison Between IPFS and Traditional Cloud Storage

To enhance analytical robustness, the average access times reported in Table 1 were computed from
multiple trials and supplemented with variance measurements to assess performance consistency [44, 45]. Ad-
ditional metrics such as standard deviation, latency fluctuations, and throughput efficiency were also considered
to provide a more comprehensive quantitative comparison across platforms [46]. The testing involved upload-
ing and downloading files of 100 MB, 500 MB, and 1 GB using both IPFS and cloud platforms such as Google
Drive and Dropbox, with the comparative results of file access time for each platform clearly summarized in
Table 1.

Table 1. Comparison of File Access Time Between Google Drive, Dropbox, and IPFS
File size Google Drive (second) Dropbox (second) IPFS (second)
100 MB 2,1 2,3 3,7
500 MB 5,6 6,1 9,4

1 GB 10,8 11,3 15,2

The difference in access speed between traditional cloud services and IPFS must be interpreted in the
context of the testing environment, which involved controlled bandwidth settings and geographically limited
nodes [47]. These constraints influenced retrieval performance and indicate that real-world results may vary
under broader, heterogenous network conditions [48]. This is primarily due to their centralized architecture,
which allows data to be retrieved directly from servers equipped with infrastructure optimized for speed [49].
In contrast, IPFS relies on the number of nodes storing a given file, meaning that when replication is low across
the network, access speed may decrease [50].

4.2. Data Security and Privacy
Security is a key advantage of IPFS over traditional cloud storage. While cloud data can be encrypted,

it remains under the control of service providers. IPFS uses cryptographic CIDs, ensuring data integrity since
any modification changes the CID. However, IPFS faces security challenges, including the absence of built-in
encryption and the risk of data loss if files are not actively pinned. Despite these limitations [51], IPFS offers
strong censorship resistance because data in a P2P network cannot be controlled by a single authority.

4.3. System Scalability
In terms of scalability, traditional cloud storage is more stable due to its support from large server

infrastructures distributed across various global locations. Services like AWS and Google Cloud utilize load
balancing and auto-scaling, which allow systems to remain optimized even during traffic surges [52]. In con-
trast, IPFS employs a decentralized scalability model, where system performance improves as the number of
nodes in the network increases [53]. However, in low-participation environments, IPFS may experience bottle-
necks in data access. Additionally, since IPFS lacks an automatic garbage collection mechanism, nodes storing
large numbers of files may face limitations in storage capacity [54, 55].

4.4. Cost Analysis
Cost is one of the key factors in selecting a storage system. Traditional cloud services typically apply a

subscription-based model for capacity and bandwidth, where users are charged based on the amount of storage
used and the volume of data uploaded or downloaded. For example, Table 2 provides a comparison of storage
costs among major cloud providers, including Google Drive, Dropbox, and AWS S3, highlighting differences
in monthly storage pricing and outbound data transfer charges [56].

IPFS is fundamentally free to use, however, in order to ensure data persistence and availability, users
often rely on pinning services such as Filecoin or Pinata, which introduce their own cost models. In certain
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Table 2. Cloud Storage Cost Comparison
Service Storage Cost (per month) Data Transfer Cost
Google Drive $9.99 for 2 TB No charge within the Google ecosystem
Dropbox $11.99 for 2 TB No charge within the Dropbox ecosystem
AWS S3 $0.023 per GB $0.09 per GB for outbound data transfer

scenarios, these costs may be lower than those associated with traditional cloud storage services. Nonetheless,
users are responsible for actively managing their data to maintain its availability.

4.5. Strengths and Weaknesses of Each System
Based on the analysis, it can be concluded that both IPFS and traditional cloud storage systems have

their respective strengths and weaknesses, as systematically summarized in Table 3, which compares key as-
pects such as access speed, security, privacy, scalability, and cost.

Table 3. Comparison of IPFS and Traditional Cloud Storage Systems

Aspects IPFS Traditional
Cloud

Access Speed
Slower Performance with a Low
Number of Nodes.

Faster Access Due to
Centralized
Infrastructure.

Security
Resistant to Censorship, as it is Based on
Content Identifiers (CID).

Service Availability Depends
on the Provider.

Privacy Full Control Remains with the User.
Subject to Service Policy
Regulations.

Scalability Reliant on Network Participation.
High Scalability Achieved
Through
Load Balancing.

Cost Free of Charge, Unless Pinning Services are Utilized.
Operates on a Fixed-Cost
Subscription Model.

Based on the comparison between the IPFS and traditional cloud storage, it is evident that each ap-
proach offers distinct advantages and limitations depending on user needs. Traditional cloud services excel
in access speed, stability, and scalability, owing to their centralized infrastructure and mature load balancing
technologies. However, this model presents challenges related to increasing operational costs and potential
privacy risks, which are subject to the policies of service providers. Conversely, IPFS adopts a decentralized
approach that grants users full control over their data and offers greater resilience against censorship and data
manipulation. While cost-effective in general use, IPFS often requires supplementary services such as pinning
to ensure consistent data availability. Therefore, a hybrid approach that integrates both systems may represent
an ideal strategy for developing secure, efficient, and flexible data storage solutions in the future.

5. MANAGERIAL IMPLICATIONS
The findings of this study provide several important managerial implications for decision-makers,

particularly Information Technology (IT) managers, system architects, and organizational leaders responsible
for digital infrastructure planning. Selecting an appropriate data storage system is no longer solely a technical
decision but a strategic managerial choice that directly influences operational efficiency, cost management, data
governance, and long-term organizational resilience.

For organizations that prioritize high availability, rapid access speed, and seamless system integra-
tion, traditional cloud storage remains the most suitable option. Cloud platforms such as AWS, Google Drive,
and Dropbox offer mature infrastructures supported by load balancing and auto-scaling mechanisms, enabling
stable performance even under high traffic conditions. From a managerial perspective, this makes traditional
cloud storage ideal for mission-critical business applications, customer-facing platforms, and real-time data
processing environments where performance consistency is essential. However, managers must carefully con-
sider the long-term financial implications of subscription-based pricing models, especially for organizations
experiencing rapid data growth.
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IPFS presents a strategic opportunity for organizations seeking to enhance data sovereignty, privacy,
and resistance to censorship. Because IPFS allows users to retain full control over their data without reliance on
centralized service providers, it is particularly relevant for sectors handling sensitive or regulated information,
such as research institutions, digital media platforms, and organizations operating in environments with strict
data governance requirements. Nevertheless, managers should recognize that IPFS adoption requires additional
technical competencies, including node management, encryption implementation, and the use of pinning ser-
vices to ensure data availability. Consequently, successful IPFS deployment demands careful planning, skilled
human resources, and clearly defined operational procedures.

From a cost management perspective, managers must evaluate storage solutions not only based on
initial expenses but also on total cost of ownership. While IPFS is fundamentally free to use, hidden costs
may arise from maintaining data persistence through pinning services, infrastructure monitoring, and network
participation. Conversely, traditional cloud services offer predictable pricing but can become costly over time
due to bandwidth charges and increasing storage demands. Therefore, managerial decisions should incorpo-
rate long-term financial projections, usage patterns, and scalability requirements to avoid unforeseen budget
overruns.

The study highlights the strategic value of adopting a hybrid storage model that integrates both IPFS
and traditional cloud storage. In this approach, organizations can leverage cloud storage for high-performance
and frequently accessed data, while utilizing IPFS for archival, decentralized, or privacy-sensitive data. This
hybrid strategy enables managers to balance performance, security, and cost efficiency, while also reducing
dependency on a single storage paradigm. From a governance perspective, such integration supports risk
diversification and enhances system resilience against service disruptions or policy changes by cloud providers.

Managers should view decentralized storage technologies such as IPFS not merely as alternative tools
but as part of a broader digital transformation strategy. Continuous monitoring of technological developments,
regulatory frameworks, and interoperability standards is essential to ensure that storage architectures remain
adaptable and future-ready. Investing in staff training, developing internal guidelines for decentralized data
management, and aligning storage decisions with organizational objectives will enable managers to maximize
the strategic benefits of both centralized and decentralized storage systems.

6. CONCLUSION
This study contributes to the discourse on decentralized storage by demonstrating how IPFS chal-

lenges traditional assumptions in centralized cloud models, particularly in relation to data ownership, trust, and
infrastructure governance. Conventional cloud platforms such as AWS, Google Cloud, and Microsoft Azure
continue to dominate the market due to their centralized architectures, which enable efficient data access, ma-
ture management capabilities, and high reliability. These characteristics support the development of digital
infrastructure and innovation, thereby contributing to the advancement of sustainable digital transformation
and the objectives of Sustainable Development Goal 9. However, centralized cloud systems also face notable
limitations, including high operational costs, security and privacy concerns, and the inherent risks associated
with data centralization.

IPFS offers a decentralized alternative by distributing data across P2P network nodes, enhancing resis-
tance to censorship and system failures while eliminating single points of failure. Its scalability model, which
is driven by network participation rather than server provisioning, presents a more cost-efficient approach to
data distribution and supports more responsible use of digital infrastructure resources in line with Sustainable
Development Goal 12. In terms of security, while traditional cloud systems apply encryption under provider-
controlled environments, IPFS ensures data integrity through tamper-resistant content identifiers, strengthening
user control and data sovereignty. These characteristics align with the principles of transparency, accountabil-
ity, and trust that underpin Sustainable Development Goal 16, although additional encryption mechanisms must
still be implemented by users.

Despite its advantages, IPFS remains more suitable for applications that prioritize privacy, decentral-
ization, and cost efficiency, whereas traditional cloud platforms continue to outperform in terms of access speed,
stability, and operational reliability due to their mature infrastructures. Ensuring data availability in IPFS often
requires supplementary services such as Filecoin or Pinata, which introduces additional managerial and techni-
cal considerations. Therefore, future research should focus on the development of hybrid storage frameworks
that integrate centralized and decentralized systems through standardized interoperability protocols, automated
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data routing, and optimized cost models. Such hybrid approaches offer a balanced pathway toward secure,
innovative, and sustainability-oriented data storage ecosystems that support long-term advancements in digital
infrastructure.
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[42] T. Ramı́rez-Gordillo, A. Maciá-Lillo, F. A. Pujol, N. Garcı́a-D’Urso, J. Azorı́n-López, and H. Mora,
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