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ABSTRACT

Blockchain technology has revolutionized financial services by enabling decen-
tralized, transparent, and tamper-resistant payment platforms. However, these
innovations bring significant challenges related to regulatory compliance and
security management, which threaten platform adoption and user trust. This
study aims to develop and empirically validate a comprehensive risk manage-
ment model that integrates both regulatory oversight and security auditing di-
mensions specific to blockchain-powered payment systems. A cross-sectional
survey was conducted among 215 industry practitioners involved in blockchain
payment platforms. Using Partial Least Squares Structural Equation Modeling
(PLS-SEM), the study tested hypothesized relationships among regulatory over-
sight, smart contract auditing, perceived compliance and security risks, risk mit-
igation intent, and platform adoption intention. The results demonstrate that
regulatory oversight and smart contract auditing significantly increase perceived
compliance and security risks. These heightened risk perceptions positively in-
fluence intentions to mitigate risks, which in turn significantly drive platform
adoption. The model explains 58% and 42% of the variance in risk mitigation
intent and platform adoption intention, respectively, confirming its strong ex-
planatory power. This research contributes a validated, unified risk manage-
ment framework that guides policymakers, platform operators, and auditors in
addressing intertwined compliance and security risks. The findings support the
advancement of safer, more trustworthy blockchain payment systems, fostering
broader adoption and aligning with evolving regulatory landscapes.
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1. INTRODUCTION
Blockchain technology has rapidly transformed the landscape of financial services by providing de-

centralized, transparent, and tamper-resistant mechanisms for value exchange [1]. In particular, blockchain-
powered payment platforms have gained significant traction among fintech startups and established financial
institutions, promising faster settlement times, reduced transaction costs, and enhanced traceability [2]. These
platforms leverage distributed ledger technologies to enable peer-to-peer transactions without the need for
centralized intermediaries, thereby reshaping traditional payment ecosystems and opening new avenues for fi-
nancial inclusion, cost efficiency, and technological innovation [3]. As blockchain adoption expands globally,
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these payment platforms are poised to challenge existing financial infrastructures and democratize access to
secure financial services [4].

Despite these advantages, the adoption of blockchain in payment systems introduces substantial chal-
lenges related to regulatory compliance and security management [5, 6]. Regulatory bodies worldwide are
still in the process of defining clear and consistent guidelines for distributed ledger technologies, creating un-
certainty and legal risks for platform operators [7]. The decentralized architecture complicates enforcement
of anti-money laundering (AML), know-your-customer (KYC), and other financial regulations, especially in
cross-border contexts [8]. Furthermore, the absence of centralized control raises questions about jurisdictional
authority and regulatory accountability [9]. Concurrently, security vulnerabilities such as smart contract bugs,
consensus protocol attacks, and private key theft pose serious threats that can erode user trust and compro-
mise platform integrity [10]. These dual challenges highlight the critical need for integrated risk management
approaches that simultaneously address legal, technological, and operational dimensions [11, 12].

Traditional risk management frameworks in financial services, while well-established, often prove
inadequate when applied to blockchain-powered systems due to their failure to consider unique blockchain
characteristics such as immutability, consensus protocols, and cross-jurisdictional data flows [13]. Existing
models tend to focus on centralized environments and do not sufficiently incorporate the interconnected reg-
ulatory and security risks endemic to decentralized platforms [14]. Moreover, rapid technological evolution
and shifting regulatory landscapes further complicate risk assessment and mitigation efforts [15]. Therefore,
there is an urgent need for a comprehensive risk management model tailored to blockchain payment platforms
that effectively integrates regulatory oversight and security controls to mitigate emerging and evolving risks,
ensuring platform resilience and user confidence [16].

In response to this gap, the present study develops and empirically validates a unified risk management
model capturing the interplay between regulatory compliance and security risks within blockchain payment
systems [17, 18]. Through a large-scale survey of industry practitioners and application of partial least squares
structural equation modeling (PLS-SEM), this research identifies critical risk factors and examines their influ-
ence on risk mitigation intentions and platform adoption [19]. The contributions are threefold: proposing a
novel integrated conceptual framework, empirically validating the hypothesized relationships, and providing
actionable recommendations for regulators, platform operators, and auditors to strengthen compliance and se-
curity in blockchain ecosystems [20]. These outcomes advance theoretical understanding and offer practical
guidance for managing risks in an increasingly decentralized financial world, contributing to safer and more
trustworthy digital payment infrastructures globally [21].

2. LITERATURE REVIEW
2.1. Blockchain Technology in Payment Systems

Blockchain technology, first introduced by Nakamoto [22, 23], offers a decentralized and tamper-
resistant ledger that enables secure peer-to-peer transactions without the need for intermediaries [24]. Its fun-
damental features immutability, transparency, and consensus mechanisms have been widely adopted in payment
platforms to reduce settlement times and lower transaction costs [25]. Recent empirical evidence demonstrates
that blockchain-enabled payment systems notably improve traceability and auditability, particularly in cross-
border remittances where traditional intermediaries are circumvented [26]. Nevertheless, scalability constraints
and throughput limitations remain significant technical challenges for processing large payment volumes effi-
ciently [27].

2.2. Regulatory Compliance in Blockchain-Powered Platforms
The regulatory landscape for blockchain payment platforms continues to evolve, resulting in disparate

compliance requirements across jurisdictions. The inherent tension between blockchain’s decentralized nature
and existing financial regulations, such as anti-money laundering (AML) and know-your-customer (KYC) man-
dates [28, 29]. Unclear or inconsistent supervisory guidance exacerbates perceived compliance risks among
platform operators, potentially hindering market entry and stifling innovation [30]. These regulatory uncer-
tainties underscore the urgent need for risk management approaches that explicitly integrate evolving legal and
supervisory standards into blockchain payment systems [31].
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2.3. Security Risks in Blockchain Payment Systems
Although blockchain’s cryptographic foundations promise robust security, real-world incidents have

exposed critical vulnerabilities [32]. Smart contract bugs have resulted in multi-million-dollar financial losses
[33], while failures in cryptographic key management expose platforms to theft and unauthorized access [34].
Li and Wang [35] categorize security risks in blockchain systems into protocol-level, application-level, and
human-factor domains, highlighting the imperative for systematic auditing, continuous monitoring, and effec-
tive mitigation strategies to safeguard platform integrity [36].

2.4. Existing Risk Management Frameworks
Traditional financial risk management models such as ISO 31000 and the COSO Enterprise Risk

Management framework provide general risk principles but lack the specificity required to address the unique
features of decentralized blockchain architectures [37]. Underwood [38] proposes an adaptation of COSO
principles tailored for blockchain contexts; however, empirical validation of such frameworks remains limited.
Furthermore, very few studies offer integrated models that concurrently address both regulatory compliance
and security risks within blockchain payment environments [39].

2.5. Research Gaps
Despite growing understanding of individual risk dimensions in blockchain systems, a comprehen-

sive and empirically validated risk management model tailored specifically to blockchain-powered payment
platforms remains absent [40, 41]. Existing frameworks typically focus either on compliance or security risks
independently, failing to capture their complex interdependencies [42, 43]. This study aims to fill this critical
gap by proposing and empirically testing a unified risk management model that synthesizes regulatory oversight
and security constructs pertinent to blockchain payment platforms [44, 45].

2.6. Proposed Conceptual Framework and Hypotheses

Figure 1. Proposed risk management model for regulatory compliance and security in blockchain payment
platforms.

Figure 1 illustrates the proposed risk management model that integrates regulatory oversight and secu-
rity auditing constructs into a unified framework [46, 47]. This model captures the complex interplay between
regulatory factors and security mechanisms in shaping stakeholders’ perceptions of compliance and security
risks within blockchain-powered payment platforms [48, 49]. By combining these two critical dimensions,
the framework provides a holistic view of the risk landscape, emphasizing that effective governance requires
coordinated efforts across regulatory clarity and technical audit rigor [50, 50]. This integrated approach reflects
the reality that compliance and security risks are not isolated but are interdependent and collectively influence
decision-making processes related to risk mitigation and platform adoption [51].

The framework further delineates the flow from regulatory oversight and smart contract auditing to
perceived risks, which then influence the intention to mitigate risks and ultimately drive platform adoption [52].
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This sequential relationship highlights the importance of early-stage interventions such as clear regulations and
thorough audits in reducing uncertainties and vulnerabilities [53]. Additionally, by explicitly linking mitigation
intent to adoption intention, the model underscores how proactive risk management serves as a facilitator for
user trust and acceptance of blockchain payment systems [54]. Overall, the model offers both theoretical and
practical insights, serving as a foundation for future research and providing actionable guidance for regulators,
platform operators, and auditors aiming to foster safer and more reliable decentralized financial services [55].

Based on the literature review and identified research gaps, we formulate the following hypotheses:

H1: Regulatory oversight positively influences perceived compliance risk [56].

H2: Smart contract auditing positively influences perceived security risk [57].

H3: Perceived compliance risk positively influences risk mitigation intent [58].

H4: Perceived security risk positively influences risk mitigation intent [59].

H5: Risk mitigation intent positively influences platform adoption intention [60, 61].

3. RESEARCH METHOD
3.1. Research Design

This study adopts a cross-sectional survey design to empirically test the proposed risk management
model. Data were collected using an online questionnaire distributed to professionals actively involved in
blockchain-powered payment platforms, including fintech managers, compliance officers, and blockchain de-
velopers. A quantitative approach utilizing Partial Least Squares Structural Equation Modeling (PLS-SEM)
was employed to examine the relationships among the theoretical constructs.

3.2. Population and Sampling
The target population consists of practitioners working in Indonesian fintech startups and financial

institutions that have implemented or are evaluating blockchain-based payment solutions. A purposive sam-
pling method was applied to ensure that respondents possess relevant industry experience. In accordance with
PLS-SEM guidelines, which recommend a minimum sample size of ten times the largest number of formative
indicators, the study aimed to secure at least 200 valid responses to achieve adequate statistical power.

3.3. Measurement of Constructs
All constructs were measured using reflective indicators adapted from validated scales in prior re-

search. Regulatory Oversight (RO) was measured by four items adapted from, assessing the clarity and en-
forcement of AML/KYC regulations. Smart Contract Auditing (SCA) consisted of four items adapted from,
evaluating the frequency and rigor of smart contract code audits. Perceived Compliance Risk (PCR) was cap-
tured by three items adapted from, measuring uncertainties regarding regulatory non-compliance. Perceived
Security Risk (PSR) involved three items from Li and Wang, focusing on concerns related to smart contract
vulnerabilities and key management. Risk Mitigation Intent (RMI) was gauged by three items adapted from
Underwood, reflecting willingness to implement risk controls. Finally, Platform Adoption Intention (PAI) was
measured using three items based on, assessing the intention to adopt or continue using the platform. All items
were rated on a seven-point Likert scale ranging from 1 (“Strongly Disagree”) to 7 (“Strongly Agree”).

3.4. Data Collection Procedure
Prior to full deployment, the questionnaire was pre-tested with five industry experts to ensure clarity

and face validity. The final survey was then distributed through professional networks, LinkedIn groups, and
industry associations over a four-week period. Participation was voluntary and anonymous, with informed
consent obtained at the start of the survey.

3.5. Data Analysis
Data were analyzed using SmartPLS version 4.0. The analysis proceeded in two stages. First, the

measurement model was assessed for indicator reliability, internal consistency, convergent validity, and dis-
criminant validity. Indicator reliability was ensured with outer loadings above 0.70. Internal consistency was
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evaluated using Cronbach’s Alpha and Composite Reliability, both required to exceed 0.70. Convergent valid-
ity was assessed through Average Variance Extracted (AVE), with values greater than 0.50 considered accept-
able. Discriminant validity was confirmed via the Fornell–Larcker criterion and the Heterotrait-Monotrait ratio
(HTMT), with thresholds of 0.90 or below.

Second, the structural model was examined. Collinearity diagnostics were performed using Vari-
ance Inflation Factor (VIF) values, which needed to be below 5. Path coefficients and their significance were
evaluated through bootstrapping with 5,000 subsamples, considering a significance level of p < 0.05. The co-
efficient of determination (R2) for endogenous constructs was reported to indicate explanatory power. Finally,
predictive relevance (Q2) was assessed using the blindfolding procedure. Hypotheses were tested based on the
strength and significance of the path coefficients.

4. RESULTS AND DISCUSSION
4.1. Descriptive Statistics and Respondent Profile

Of the 215 valid responses, 62% were compliance officers, 25% blockchain developers, and 13%
fintech managers. The average industry tenure was 4.2 years (SD = 1.5), indicating a well-informed sample
aligned with prior research on mixed stakeholder perspectives in blockchain risk.

4.2. Measurement Model Assessment
Table 1 reports reliability and validity metrics. All Cronbach’s alpha and composite reliability val-

ues exceed 0.79, AVE values exceed 0.50, and outer loadings range from 0.72 to 0.88, confirming indicator
reliability, internal consistency, and convergent validity.

Table 1. Measurement Model Assessment
Construct Cronbach’s α Composite Reliability AVE Outer Loadings
Regulatory Oversight (RO) 0.82 0.85 0.58 0.75–0.82
Smart Contract Auditing (SCA) 0.84 0.88 0.60 0.76–0.85
Perceived Compliance Risk (PCR) 0.80 0.83 0.56 0.72–0.78
Perceived Security Risk (PSR) 0.83 0.87 0.59 0.74–0.83
Risk Mitigation Intent (RMI) 0.79 0.82 0.57 0.73–0.80
Platform Adoption Intention (PAI) 0.89 0.91 0.65 0.81–0.88

Table 1 shows that all measurement constructs meet the thresholds for reliability and validity, in-
dicating that the survey instrument produces consistent and valid measures for the constructs studied. The
Cronbach’s alpha and composite reliability values for each construct exceed the recommended cutoff of 0.70,
demonstrating strong internal consistency and reliability. Additionally, the Average Variance Extracted (AVE)
values surpass the 0.50 threshold, confirming that the constructs capture a sufficient amount of variance from
their respective indicators, thereby supporting convergent validity. The outer loadings, ranging from 0.72 to
0.88, further affirm that individual items contribute meaningfully to their intended constructs.

Discriminant validity was also confirmed, as the Fornell–Larcker square roots of AVE exceeded the
inter-construct correlations, indicating that each construct shares more variance with its own indicators than
with other constructs. Moreover, the Heterotrait-Monotrait (HTMT) ratios were below the stringent threshold
of 0.85, providing additional evidence that the constructs are empirically distinct and not measuring overlapping
concepts. This rigorous assessment ensures that the measurement model is both reliable and valid, laying a solid
foundation for interpreting the structural relationships in the subsequent analysis.

4.3. Structural Model and Hypothesis Testing
Table 2 summarizes the path coefficients, t-values, and p-values for the hypothesized relationships

in the model. Remarkably, all five hypotheses received strong empirical support, with statistically significant
effects where all p-values are less than 0.001, indicating a very high level of confidence in the findings. The
proposed model effectively explains 58% of the variance observed in Risk Mitigation Intent (RMI) and 42% of
the variance in Platform Adoption Intention (PAI), demonstrating its robust explanatory power. These results
highlight the critical roles that regulatory oversight and smart contract auditing play in shaping stakeholders’
perceptions of compliance and security risks, which in turn influence their intentions to mitigate risks and
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ultimately adopt blockchain-powered payment platforms. The strong path coefficients further underscore the
practical relevance and theoretical soundness of the integrated risk management framework.

Table 2. Structural Model and Hypothesis Testing
Hypothesis Path β t-value p-value
H1 RO → PCR 0.48 6.12 <0.001
H2 SCA → PSR 0.52 7.45 <0.001
H3 PCR → RMI 0.41 5.03 <0.001
H4 PSR → RMI 0.45 5.67 <0.001
H5 RMI → PAI 0.36 4.21 <0.001

Table 2 indicates that regulatory oversight and smart contract auditing significantly influence perceived
compliance risk and perceived security risk, respectively. The positive and statistically significant path coeffi-
cients suggest that clearer regulatory frameworks and more rigorous auditing practices heighten stakeholders’
awareness of potential risks related to compliance and security. This heightened risk perception is critical be-
cause it shapes how platform operators and users evaluate the vulnerabilities inherent in blockchain-powered
payment platforms. Such perceptions reflect a realistic understanding of the challenges faced in navigating
evolving regulatory landscapes and technical complexities, underscoring the importance of effective gover-
nance and security controls.

Furthermore, these perceived risks have a strong positive effect on the intention to mitigate risk, as
shown by significant path coefficients for both compliance and security risks leading to risk mitigation in-
tent. This indicates that as users and operators recognize these risks, they become more motivated to adopt
measures that reduce vulnerability and enhance system integrity. Subsequently, the intention to mitigate risk
positively influences platform adoption intentions, highlighting that effective risk management fosters greater
trust and willingness to use blockchain payment systems. Overall, the model explains a substantial portion of
variance in both risk mitigation and adoption intentions, demonstrating its robustness and practical relevance
in understanding the drivers of adoption in decentralized financial technologies.

4.4. Integrated Discussion and SDG Implications
The strong path coefficients for H1 and H2 confirm that regulatory clarity and auditing rigor signifi-

cantly shape stakeholders’ risk perceptions. Hypotheses H3 and H4 show that these risk perceptions effectively
motivate mitigation intentions. Finally, H5 indicates that risk mitigation intention positively influences plat-
form adoption. This integrated evidence highlights the importance of coordinated compliance and security
strategies: regulators should provide clear AML/KYC guidelines, while platform operators must institution-
alize robust smart contract audits. Together, these measures reduce perceived risks, enhance user trust, and
accelerate adoption.

Importantly, the findings of this study contribute to the achievement of Sustainable Development Goal
16 (Peace, Justice, and Strong Institutions). By promoting transparent and accountable regulatory oversight
alongside rigorous security auditing, the model supports the development of trustworthy and resilient financial
institutions in the blockchain ecosystem. These efforts advance SDG 16 by fostering effective, accountable, and
inclusive institutions that safeguard the integrity of decentralized financial services and protect users from fraud
and illicit activities. Thus, implementing the proposed risk management framework can help build stronger
institutions and promote peaceful and just financial ecosystems worldwide.

Future research could consider longitudinal or experimental designs to assess causality and explore
the model’s applicability across different countries and regulatory contexts.

5. MANAGERIAL IMPLICATIONS
5.1. Enhancing Regulatory Clarity and Communication

For managers in blockchain-powered payment platforms, actively engaging with regulators is essen-
tial to navigate the rapidly evolving compliance landscape. Clear understanding and timely adaptation to AML,
KYC, and other regulatory requirements reduce operational uncertainties and legal risks. Establishing trans-
parent communication channels with regulatory bodies enables platforms to align their policies and procedures
effectively, ensuring smooth compliance and fostering a cooperative regulatory environment.
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5.2. Institutionalizing Robust Smart Contract Auditing
The study highlights the critical role of smart contract auditing in shaping security risk perceptions.

Platform operators must prioritize rigorous and continuous audits of smart contract code to identify vulnera-
bilities before exploitation occurs. Investing in cutting-edge auditing technologies and skilled cybersecurity
personnel strengthens the platform’s defense mechanisms, minimizing the potential for security breaches, fi-
nancial loss, and reputational damage.

5.3. Fostering a Proactive Risk Mitigation Culture
Managers should focus on cultivating a culture that values proactive risk identification and mitigation.

Awareness programs and training initiatives aimed at educating employees and stakeholders about the compli-
ance and security risks inherent in blockchain systems can increase motivation to implement effective controls.
By embedding risk management into daily operational practices, organizations can better anticipate challenges
and respond promptly, improving overall platform resilience.

5.4. Integrating Compliance and Security Strategies
A coordinated approach to managing regulatory compliance and security risks is vital for compre-

hensive risk governance. Managers should avoid siloed strategies and instead integrate compliance and cy-
bersecurity efforts, recognizing their interdependence. This holistic perspective ensures that controls in one
area support the effectiveness of the other, enhancing trustworthiness and operational stability of the payment
platform.

5.5. Leveraging Risk Mitigation to Drive Platform Adoption
Effective risk management serves as a key driver for user trust and adoption. Managers should trans-

parently communicate their commitment to compliance and security through disclosures, certifications, and
audit results. Demonstrating a strong governance framework not only reassures current users but also attracts
new customers, thereby supporting platform growth and competitive advantage.

5.6. Preparing for Dynamic Regulatory Environments
Given the pace of regulatory changes in blockchain technology, managers must develop flexible com-

pliance frameworks capable of adapting to diverse and shifting legal requirements. Continuous monitoring of
regulatory developments, coupled with scenario planning and contingency measures, will help platforms main-
tain compliance, reduce disruption risks, and capitalize on emerging opportunities across multiple jurisdictions.

5.7. Supporting Sustainable Development Goals
Finally, blockchain payment platform managers have an opportunity to contribute to Sustainable De-

velopment Goal 16 by fostering transparent, accountable, and inclusive financial institutions. By implementing
the proposed integrated risk management framework, platforms promote integrity and trust in decentralized fi-
nance, supporting broader societal goals related to peace, justice, and strong institutions. Aligning operational
objectives with these goals enhances corporate social responsibility and long-term sustainability.

6. CONCLUSION
This study successfully developed and empirically validated a comprehensive risk management model

that integrates regulatory compliance and security risk factors specific to blockchain-powered payment plat-
forms. Utilizing a cross-sectional survey of 215 industry practitioners and Partial Least Squares Structural
Equation Modeling (PLS-SEM), all hypothesized relationships were supported. The findings reveal that effec-
tive regulatory oversight and rigorous smart contract auditing substantially increase perceived compliance and
security risks, which subsequently drive stronger intentions to mitigate these risks and foster higher platform
adoption intentions. From a theoretical perspective, this research advances existing risk governance and finan-
cial services frameworks by offering a unified model that encapsulates the interplay between regulatory and
security dimensions in decentralized payment ecosystems. On the practical side, the model provides actionable
insights for policymakers to establish clear and enforceable AML/KYC regulations, and for platform operators
to institutionalize robust smart contract auditing and monitoring processes, ultimately enhancing user trust and
accelerating adoption rates.

Nevertheless, this study has certain limitations. The cross-sectional design restricts the ability to infer
causality, and the focus on Indonesian fintech contexts may limit the generalizability of the results to other
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geographic or regulatory environments. Future research should consider longitudinal or experimental method-
ologies to better understand causal relationships, incorporate qualitative approaches to explore the nuanced
challenges of regulatory compliance in blockchain settings, and validate the model across diverse countries and
industries. Additionally, extending the model to include emerging factors such as evolving global regulations
and advanced security technologies would further strengthen its relevance. Overall, this study contributes a
robust and actionable framework to address the intertwined challenges of regulatory compliance and security
risk management in blockchain payment platforms, thus supporting the broader adoption of safer and more
trustworthy decentralized financial services.
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