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ABSTRACT 
 

 

One of the key responsibilities of the Public Key Infrastructure (PKI) is revo- 

cation management. Additionally, the security of any Public Key Infrastructure 

(PKI) depends on it. Today’s revocation methods are susceptible to a single point of 

failure when network traffic rises due to the growth in the quantity and size of 

networks as well as the adoption of new paradigms like the Internet of Things 

and the use of the web. The author uses the strength and resiliency of blockchain 
   to overcome these issues and present a productive decentralized certificate revo-
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 cation management and status verification system. The author adds a field that 

specifies which distribution point the certificate will belong to in the event that it 

is revoked using the certificate structure extension field. Then, the author carries 

out a thorough assessment of our plan using performance indicators like execu- 

tion time and data consumption to show that it can fulfill the demands with high 

effectiveness and little expense. Additionally, the author contrasts the effective- 

ness of our strategy with two of the most widely-used revocation approaches, 

namely the Certificate Revocation List and the Online Certificate Status Proto- 

col. The data collected demonstrate that our suggested strategy works better than 

the existing scheme. 

This is an open access article under the CC BY-SA license. 
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1. INTRODUCTION 

The way people live, connect, and do business has altered since the invention of the Internet. The 

World Wide Web is now a crucial component of our everyday activities and surroundings, and it facilitates the 

daily transit of massive amounts of data. For user privacy, the majority of the data sent must be safe- guarded 

since it is sensitive. Additionally, in order to be received or accessed, many desired messages and services 

demand authentication[1]. The most popular method for addressing these security criteria is public key 

infrastructure, while various approaches are put forth. In fact, the Secure Sockets Layer (SSL) and Trans- port 

Layer Security (TLS) protocols, along with the Public Key Infrastructure, offer private communications 

through encryption and certificate chains for authentication. 

The set of authorities, rules, and practices necessary to control the public key mechanism is known as 

the public key infrastructure. It is a collection of rules and procedures that link the identification of each entity 

to its public key[2]. The registration procedure and the issue of a certificate serve as the binding mechanisms. 
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As a result, PKI issues, maintains, uses, saves, and revokes the aforementioned certificates. 

In order to cancel a certificate before it expires for different reasons, such as the theft of the certificate’s  

private key or the certificate owner’s dishonesty, it must be possible to revoke a previously granted certificate. 

For methods that employ certificates for authentication and authorisation, certificate revocation is crucial, and 

its absence from the authentication cycle might have serious repercussions. For instance, within a week of the 

Heart bleed SSL/TLS vulnerability announcement, more than 80,000 SSL certificates were canceled [3]. 

Remote attackers can steal private keys from vulnerable servers thanks to the Heartbleed flaw. It’s doubtful 

that most web server access logs will include proof of such a hack. If the susceptible certificate has not 

been revoked, the secure site may still be insecure even after it has been replaced. Indeed, until their natural 

expiration date, which may be years away, compromised certificates will continue to be usable by attackers. 

The old certificate can be used by a well-positioned attacker to pretend to be the target site if they have access 

to the old certificate’s private key and can intercept the victim’s Internet traffic (e.g. using phishing techniques). 

Another instance of a security event involving certificate revocation checks making news is given [4]. It was 

discovered that a trustworthy website runs a malicious Java program that infects users’ PCs with malware. It 

was discovered that the website’s certificate had actually been revoked when it was utilized in the attack, despite the 

fact that the infected victim had not checked its status. 

The Certificate Revocation List (CRL), Online Certificate Status Protocol (OCSP), Certificate Revocation Tree 

(CRT), and other systems and techniques for revocation are only a few examples. However, each of the current 

methods has a number of drawbacks, including limited support for scaling, higher costs for both computing 

and money, vulnerability to user privacy, and so on. 

Like many researchers, blockchain represents a very promising technology for the development of decentralized and 

robust security solutions. The author summarize the main contributions of this work as follows: 

 

1. Relying on the advantages of blockchain strength and resilience, the author proposes an efficient decen- 

tralized certificate revocation management and status verification system. 

2. The author adds a field that specifies which distribution point the certificate will belong to if it is revoked 

using the X509 certificate structure extension field. Each distribution point is represented by a Bloom 

filter that contains certificates that have been revoked. In the public blockchain, revocation details and 

bloom filters are kept. 

3. In comparison to prior work, the authors significantly reduce the time needed to get revocation informa- 

tion by employing a bloom filter. 

4. The author suggests a method that is entirely compliant with current web standards. To use this strategy 

in a web context, no modifications are necessary. 

5. The system can fulfill the necessary security and performance criteria, according to the findings of the 

rigorous study the authors did of our proposed revocation system (using performance indicators like time 

and data consumption). 

The remaining portions of the document are organized as follows: The methods and procedures now 

in use for certificate revocation are described in Part II. Then, Section III discusses our method for revoking 

access and verifying status[5]. Following that, Section IV provides a description of our execution as well as an 

assessment of how well our suggested strategy worked and the outcomes. The work is concluded in Section V, 

which also makes a suggestion for future research directions. 

 
2. RELATED WORK 

There are several plans and ideas to control and enhance certificate revocation methods. The author 

discusses a few of the most well-known, utilized by genuine systems and standards, in this part. 

2.1. Principal Process for Revoking Certificates 

Revocation of Certificates List The Certificate Revocation List is a list of expired certificates that is 

updated on a regular basis and is dated and signed by a Certification Authority (CA). The publication server 

that hosts the associated CRL must be contacted in order to verify the validity of a certificate[6]. The request 

must include the identifier of the CA that issued the certificate as one of its arguments. After receiving the most 
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recent CRL produced by the CA, the verifier must verify the CRL’s signature and validity before searching for 

the certificate in the CRL. 

The benefits of CRL include its ease of use, depth of knowledge, and minimal danger. The CRL’s size,  

however, is its primary disadvantage because it drastically restricts its expansion due to the high bandwidth 

needed for update and verification. 

The CRL includes the date of the subsequent update to guarantee freshness (from the CRL). Users 

that want updated revocation information will thus wish to obtain updated CRLs all at once. The server that 

distributes CRL’s may experience a point of failure as a result of the surge of CRL requests that might result 

from this. 

The list of all certificates that haven’t expired but have been revoked after the last CRL was issued is 

represented by the Delta-CRL schema. The scalability issue with downloading CRLs is addressed by Delta- 

CRL [6]. The client doesn’t need to download the complete CRL each time, in fact. The revocation data, 

however, is only useful upon the linkage of the Delta-CRL with the primary CRL. CRL as a whole is much 

smaller than Delta-CRL. Therefore, the length and difficulty of revocation verification grow along with the 

amount of the CRL. 

This approach does have a significant flaw, though, and that is the uneven development of the pieces. 

More specifically, it is decided where a certificate will remain if it is revoked when it is generated. Due to 

(1) some distribution points being uprooted more frequently than others and (2) some CRL segments being 

requested more frequently than others, it encounters an imbalanced strain on the distribution points[7]. Addi- 

tionally, CRL segmentation is permanently fixed for the duration of the certificate in question when the CRL-DP 

approach is utilized. As a result, before issuing certificates, CAs must declare static fragmentation, which adds 

to the challenge. 

2.2. Comparative Analysis of Certificate Revocation Processes 

Table 1 presents a comparison of the different revocation schemes. Comparisons are based on five 

metrics: 

 

1. Scalability: outlines how the method responds as the user base or revocation rate grows. The author 

distinguishes three tiers. Low level signifies that the approach is (or soon will be) unable to satisfy the 

needs of the current system; mid-level signifies that the approach can satisfy the needs of the current 

system, but that it is unable to handle system evolution, particularly in light of IoT requirements; and 

high level signifies that the approach can satisfy both the needs of the current system and those of the 

future. 

2. Connectedness: This term refers to the level of connectivity (online or offline) that the party depending 

on the information must adopt to assure reliability. 

3. List type, which can be either a blacklist, a whitelist, or both, indicates the kind of list that is being 

utilized. 

4. Real-time Services: This term describes the approach’s ability to give end users access to real-time 

information. 

5. Indicates if the stated strategy requires more computing cycles than the CRL approach, which depends 

on associated work and outcomes. For purposes of comparison, the author decided to specify the CRL 

approach as it is the most widely used and well-known method. 

6. Privacy exposure: identifies if the method makes use of a responder that may determine whose certificate 

the end user is verifying and, consequently, monitor the websites the user is visiting. 

The authors remark from Table 1 that the majority of the currently used approaches have added ex- 

penses and do not offer real-time information. Additionally, all current approaches—with the exception of the 

Dynamic CRL Distribution Point approach—cannot satisfy future scaling needs. Additionally, the majority of 

the approaches function both offline and online. The author may infer from this comparison that neither of 

these strategies can fully satisfy all the requirements for a reliable retraction mechanism [8]. 

As a result, it’s essential to provide a decentralized revocation process that promotes network scalabil- 

ity and prevents a single point of failure. It must also include real-time revocation information. It should also 

respect user privacy and address problems with privacy exposure. 
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Table 1. Summary of revocation solutions for X509 certificates 

Approach Scalability Connectivity List 

Type 

Additional 

Cost 

Real- 

time 

Service 

Privacy 

Expo- 

sure 

CRL Low offline, on- 

line 

Blacklist / No No 

Delta-CRL Low offline, on- 

line 

Blacklist No No No 

CRL distribution 

points 

Medium online Blacklist, 

Whitelist 

No No No 

Dynamic CRL distri- 

bution points 

Hight offline, on- 

line 

Blacklist Yes No Yes 

CRS Low offline, on- 

line 

Blacklist No No Yes 

 

2.3. Blockchain Based Revocation Proposal 

Blockchain technology is a desired solution for PKI design and implementation because of its dis- 

tributed, event recording, and non-reproducible properties. Indeed, the key issues with conventional PKI in- 

frastructure are addressed by blockchain features: (1) There is no single point of failure for blockchain-based 

PKI solutions since they are distributed. (2) No third party is trusted and no prior system trust is necessary 

since confidence is established based on the majority vote of miners. And (3) there are a number of open source 

blockchain implementations that support the development of solutions that are reasonably priced. The author 

next goes through a few PKI methods based on blockchain. The author concentrates on managing their 

revocation. 

A fully decentralized PKI called Certcoin uses the Namecoin blockchain’s consistency to give a solid 

assurance of identity retention. Registration, renewal, search, verification, and revocation are the five functions 

that Certcoin employees. The user creates his own secret and public keys locally upon registration. The 

transaction’s public key and signature are then sent to the blockchain [9]. The blockchain network authenticates 

the transaction signature and determines whether or not this ownership has already been registered in the 

system. The tuple (ID, public key) is discarded if the verification fails; otherwise, it is added to the blockchain. 

Certcoin defines a PKI scheme that addresses some of the issues discussed earlier. However, it still 

suffers from many drawbacks such as high costs in mining and public key lookup and verification. Moreover, 

there is no real verification of the linkage of the ID to the registered public key. Finally, because the authors 

are interested in the revocation technique in this work, at Certcoin, the identity ID owner can revoke his public 

key simply by posting the transaction to the blockchain. Thus, the revocation process is completely handled by 

the owner himself which can lead to various drawbacks such as: (1) It can be a difficult task for the user to 

handle the revocation by himself as it requires knowledge of how to proceed [10]. Also, the user cannot tell if 

the key has been compromised. (2) A malicious user will not revoke his key because he is acting maliciously. 

(3) In order to verify the certificate status, the mechanism must first ensure that the certificate is not revoked by 

verifying the revoked certificate published on the blockchain, which means exploring the blockchain. However, 

it is well known that searching on the blockchain can be very expensive in terms of time. 

New revocation information structure: Revocation records that are normally stored in the CRL will be 

stored in the bloom filter. Each filter represents a distribution point. 

 

3. METHOD 

The planned cancellation of fresh certificates and a status verification system are the key goals of 

our strategy. Our method depends on a public blockchain to store and distribute information about revoked 

certificates. More particular, our solution follows the same guidelines as CRL distribution locations in order to 

allow scalability. The author adds a field that specifies which distribution point the certificate will belong to 

in the event that it is revoked using the X509 certificate structure extension field. A Bloom filter presenting 

revoked certificates at each distribution point (See Figure 1). The blockchain stores data on revocation and 

bloom filters. When a CA revokes a certificate, it updates the relevant Bloom filter and generates a fresh 
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Figure 1. New Revocation Information Structure Blockchain Transaction to Store the New Certificate. 

3.1. Background 

Our strategy principally depends on bloom filters and blockchain. The author gives a succinct overview of 

these ideas in this section. Blockchain: A distributed database (ledger) that keeps an unalterable, permanent 

record of transactional data is known as a blockchain. Blockchain relies on a peer-to-peer network to be com- 

pletely decentralized. To avoid a single point of failure, each network node keeps a copy of the ledger instead. 

All copies are concurrently updated and confirmed. 

The double spending issue with cryptocurrencies is a problem that blockchain technology was de- 

signed to address. The use of blockchain applications as a safe method to build and administer distributed 

databases and keep track of all manner of digital transactions, however, is now the focus of several studies [11]. 

The blockchain ledger is made up of many blocks, each of which has two sections. The former 

contains transactions or facts, which the database must keep and can be of any kind, including financial trans- 

actions, health information, system logs, traffic statistics, and so on [12]. The second is referred to as a header 

and provides details about the block as well as the hash of the preceding block (such as a date, transaction hash, 

etc.). As a result, the already existing block sets create a chain of linked and organized blocks. The tougher it 

is to fabricate, the longer the chain. In fact, because their hashes are connected, if a rogue user wishes to alter 

or swap transactions in a block, they must also alter all of the blocks that follow. Then, it has to change the 

version of the blockchain stored by each participating node. 

3.2. System Operation 

This section contains a thorough explanation of how our system functions. The author achieves this 

by describing how each sub-system works. 

1. CA - Blockchain: The CA determines how frequently it updates and propagates its revocation infor- 

mation. For instance, hourly updates all newly issued certificates that have been canceled via network 

connection. This period of time is known as Tu (update time) [13]. When it’s time for renewal, the CA 

creates a data structure called Revocation Status Information (RSI) for each revoked certificate and 
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Figure 2. New Revocation Information Structure 

 

 

Figure 3. New Revocation Information Structure 
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executes blockchain operations to disseminate each RSI. More specifically, the CA creates a Bloom fil- 

ter and propagates it through blockchain transactions such that it contains both previously and recently 

revoked certificates (RSI corresponds to the equivalent CRL distribution point). 

2. There are two different kinds of blockchains: public and private. A feature of public blockchains is the 

usage of an infinite number of anonymous nodes. On the blockchain, transactions may be read, written, 

and verified by any actor. Private blockchains, on the other hand, impose restrictions on consensus 

contributors. Transaction validation rights are only granted to a small group of trustworthy parties. Since 

every node in the globe may view blockchain data and traffic without needing to be a part of the network, 

public blockchains have been employed due to their openness. The sole services performed on a block 

are integrity protection and immutability, and blocks and transactions transparently travel without any 

encryption. Furthermore, a robust community often oversees the management of public blockchains, 

ensuring their dependability [14]. 

In our approach, the server should keep checking for new transactions provided by its CA. In other 

words, the server must download every transaction associated with its distribution point. It therefore downloads 

the RSI which includes the new Bloom filter from its distribution point. Additionally, for each RSI downloaded, the 

server must create a structure called Lightweight Revocation Status Information (LRSI) [15]. The LRSI has the 

same structure and data fields as the RSI, except that it doesn’t include a Bloom filter. Indeed, the server just 

removes the Bloom filter field and keeps everything else. The LRSI structure will be used in case of further 

investigation from the client side to detect false positives [16]. 

 
4. IMPLEMENTATION 

The author employ the Namecoin blockchain to put our strategy into practice. A fork of Bitcoin called 

Namecoin seeks to offer decentralized DNS. The Internet Corporation for Assigned Names and Numbers 

(ICANN) is not involved in the implementation of the.bit top-level domain2. A Proof of Work (PoW) consensus 

algorithm is used. The primary attributes of Namecoin are listed in Table V [17]. All public blockchains may 

be utilized to implement our method because they all provide data storage (e.g., Bitcoin3, Litecoin4, dash5 or 

others) [18]. A blockchain that uses smart contracts is not necessary to accomplish our concept. It is possible 

to employ such blockchains, such as Ethereum6, Cosmos7, Tezos8, Metahash9, or others. Each blockchain has 

unique benefits and drawbacks compared to our strategy. However, the majority of contractless blockchains 

only provide a small amount of storage capacity for transaction-based data. When it comes to contract-based 

blockchains, our method becomes unnecessarily complex because contract creation is needed to read and write 

into the blockchain [19]. Contracts also have additional delay while being executed. Therefore, author choose 

Namecoin for the three reasons listed below: 

1. Allows key/value pairs to be used as data storage, which is a good option for our strategy. The key and 

its value, which is 520 bytes, can be stored by the user. 

2. Because of the daily transaction volume’s minimal size, searching for data on the blockchain is simple. 

As previously stated, author employ a similar strategy to distribution points to promote scalability. 

Different RSIs are used to symbolize each distribution point [19]. Using the RSI structure previously men- 

tioned, the field needs 170 bytes of storage (without taking into account the Bloom filter field). Our Bloom 

filter will be 350 bytes in size since the Namecoin value is only allowed to be 520 bytes (2800 bits) [19]. 

The Bloom filter in our implementation should be able to maintain a fair rate of false positives while 

representing the greatest number of revoked certificates possible. Therefore, author also need to take into 

account how many revoked certificates (n) will be represented by a single Bloom filter when calculating the 

ideal number of hash functions (k). Author varied k and n while accounting for the filter size m = 2800 to 

get the false positive probability of the filter response as specified by Equation 1. The outcomes are shown in 

Figure 8. It should be noticed that the false positive rate is usually quite low whether n = 100 or n = 250. The 

amount of certifications that have been revoked that author must reflect, meanwhile, is similarly minimal [20]. 

The publishing/revoke ecosystem may suffer as a result of using numerous Bloom filters when taking this value 

of n into account. Additionally, the risk of a false positive is always higher than 26% for n = 1000, which is 

a large probability, especially given that the system would regularly check for certificate revocation using the 
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LRSI method in this scenario, adding time and increasing computing costs. Author contend that the optimal 

compromise may be reached by taking the parameters k = 3 with n = 500 or n = 750 into account. In fact, Pfp 

is 7% when n = 500 and 18% when n = 750. So, depending on the use case, any of these values can be chosen. 

 
5. CONCLUSION 

Certificate revocation management is still a problem that keeps coming up and becoming worse, espe- 

cially given how open and evolving today’s networks are and how quickly new paradigms like the Internet of 

Things and cloud computing are being adopted. Existing revocation management strategies have a number of 

problems, [21] including: (1) centralization creating a single point of failure; (2) increased costs; (3) exposure 

to user privacy; and many others. The difficulty of present ways to assure adequate revocation management 

would result from this vulnerability given the growth of the network and the openness/connection of the many 

use cases. 

Some of these issues are resolved by blockchain-based strategies. The suggested method, however, 

is incompatible with the present X509 standard, and its implementation necessitates the development of a 

completely new web infrastructure [22]. 

In this regard, author provide a brand-new revocation management and status verification system that 

satisfies all criteria and delivers excellent performance outcomes. Our strategy depends on blockchain, making 

it extremely durable and completely decentralized to accommodate network development and scalability. Fur- 

thermore, it does not require any modifications to be implemented and is entirely compliant with current web 

standards, which, as far as author are aware, no other solution has presented [23]. Furthermore, the previously 

suggested blockchain-based revocation method has significant time delays as a result of the time required for 

blockchain tracing to locate the necessary transactions. The author provide a strategy that significantly reduces 

the amount of time needed to convey retraction information and depends on a bloom filter. Our plan, specif- 

ically, follows the CRL distribution point’s basic tenets. Each distribution point is shown with a Bloom filter 

that has been filled with certificates that have been revoked [24]. Then, utilizing the public blockchain, Bloom 

filters and revocation information are shared and distributed. 

On a genuine testbed, author implement and assess our strategy. This study amply proves our revo- 

cation system’s capabilities to surpass current methods while meeting the necessary security and performance 

criteria (OCSP and CRL based systems) [25]. Future research will concentrate on the worst-case situation of 

our method, in which the filter reacts favorably. In fact, author are striving to provide a substitute for down- 

loading every LRSI from the server. 
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