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Abstract

This research is an effective digital certificate publishing activity by utilizing blockchain
technology. By implementing decentralized systems and cryptography owned by the blockchain,
it will potentially enlarge the educational progress space in Indonesia. The weakness of the
current running system, lies in the difficulty of identifying the validity of a certificate issued by an
educational institution. Therefore, the advantages that blockchain has, able to assist an
educational institution, in establishing a widely accessible certification system infrastructure, to
support the transparency and accountability of an educational institution, in identifying the validity
of the certificate. Blockcert as one of MIT's tools, while acting as a barometer, is used to perform
a series of activities in publishing activities and the implementation of official documents that are
designed based on a technology commonly referred to as Blockchain. The research conducted
will demonstrate that a decentralized consensus will be able to provide good distribution of
information that can include all certificate deployment activities.
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1. Introduction

Indonesian Government is to establish a development strategy on improving the quality
of life of Indonesian society in order to be more evenly and at the same time intended for a level
of socio-economic growth is adequate [1]. According to national economic elections, the socio-
economic is concerned about various aspects of life, among others, about being covered with
demographics, health, education, housing, criminality, socio-cultural, and household welfare [2].
Indonesia is a country in which most of the population lives in rural areas and only a small part of
urban living, this characterizes that Indonesia is an agrarian country that is an agricultural country.
It is known that in the Agrarian society where life is still dependent on the production of land as a
means of staple production and has a pattern that is homogeneous in the livelihood of a farmer
[3]. Education is a conscious effort to donate the ability of human efforts to advance activity.
Education as an aspect that contributes human resources intended to increase the knowledge
and ability of a person in various activities, is also expected to open an economical way of thinking
in the sense of being able to develop the potential that exists to achieve the maximum possible
results. Socio-economic reviews of the population include social aspects, socio-cultural aspects,
and village aspects related to the institutional and aspect of employment opportunities. The
village's economic aspects and job opportunities are closely related to village community welfare
issues. The adequacy of food and economic needs for new communities is affordable when their
household income is sufficient to cover household and development efforts. [4].
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Education programs are an improvement in terms of income, productivity, health,
nutrition, family life, culture and community participation. Increased revenue and spare parts.
Productivity is the economic benefit of society. Improvements in productivity, health, food, family
life, culture, and participation are social benefits to the community. For a child to be able to obtain
a good education, parents must ensure that their child is not affected when their social condition
does not support the achievement of education [5]. Parents should also: the surrounding social
environment can be used as a supporter of maximum educational achievement. Families are a
major factor in determining the level of people's educational achievement. The technological
sophistication of today began to be used, the example of crime mode by utilizing technology as a
medium, crime and certificate fraud. In the research done this time to be able to answer how a
technological existence that can contribute significantly impacts on the socio-economic [6]. And
able to provide solutions to the problem of certificates in the national education sector.
Researchers conducted adopting blockchain technology in the empowerment of publishing
management as well as improving the authentication of certificates in higher education and to
bring a good influence on the socio-economic in Indonesia [7].

2. Research Method
This study uses a method that the author will use to obtain the accurate and reliable
information that researchers need during the research phase. To solve the problems faced by the
author and to achieve the research objectives, there are two (two) research methods, namely:
1. Literature review
2. Blockcert

2.1 Literature review

Efforts to improve the certificate authentication system of blockchain technology. Some
of the bibliographic studies conducted by the authors aim to determine the theme of previous
research, avoid re-creation, determine the methods used in previous studies, and continue to
achieve the achievements of previous researchers. In this study used 7 (seven) library studies as
research objects and compared to the benchmarks of ongoing research, among others as follows:

1. This research was conducted by Satria Damai Kurnia Hu, et al. in 2019 with the title
"Blockchain implementation: E-Voting Case Study" This study discusses an electronic
voting system by utilizing Blockchain technology in website-based applications. By
utilizing this technology, the voting data that has been done can not be changed,
duplicated or deleted. So it can improve the security of voting. In addition, this technology
can also keep the confidentiality of the voting parties [10].

2. Quoted from a study conducted in 2016 with the research theme "Blockchain Past
Bitcoin". Where Blockchain has great potential for an application and redefines the
automated economy. [11].

3. Research conducted in 2018 by An Ebrahimi which discusses the subject of identity
services by utilizing blockchain technology that can provide transaction identities between
devices by enforcing logic that will generate private hash information values using a
hashing algorithm and a hash value signature with a sophisticated signature that uses a
generated key. private paired with a public key [12].

4. The research titled "Blockchain based digital certificate provisioning of Internet of things
devices" was conducted by JS Callan, et al. in 2019. The research conducted discusses
the use of blockchain technology in systems and methods of providing digital certificates
to loT devices without the need for a central certification authority [13].

5. Pasquale Forte conducted a study titled "Beyond Bitcoin-Part 1: Critical Research on
Blockchain-Based Systems" in 2015. In his research, he discussed blockchain
technology that can be used not only for cryptocurrencies, but also for the registration,
confirmation and transfer of all types of contracts and properties. Make blockchain
technology the main theme in reducing paper activity[14].

6. Steve Huckle conducted a research called “ Internet of Things, Blockchain and General
Economic Applications” in 2016. In his research it was discussed that blockchain
technology can be used to create decentralized economic applications, so that people
can make money and safely increase the amount of wealth [15].
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7. Quaddah has conducted a study conducted in 2017. In this study, it is discussed that
blockchain technology is the technology that is expected to be behind Bitcoin. It is
interesting to face the challenge of using the consistent management authorization of
blockchain technology to regulate device access authorization [16].

In the 7 (seven) library reviews above describes the use of blockchain technology that
can be applied in various fields. Blockchain technology itself is a digital-based recording system,
and nothing can change that. This creates its own preferences for the blockchain and its users.
Therefore, the education sector needs blockchain technology. Blockchain shows that
decentralized consensus will provide good distribution of information covering all certificate
implementation activities [17].

2.2 Blockcert

Blockcert is a barometer that is used to perform a series of activities in publishing activities
and the implementation of official documents that are designed based on a technology commonly
referred to as Blockchain. Blockcert's purpose was to be an innovation medium in the
dissemination of an official privately owned document, recording all activities will be recorded
digitally by applying the cryptographic principles present in the Blockchain [18].

VERIFIER

Fig. 1 Blockchert Workflow

(Figure 1) describes Blockcert's workflow. The flow will begin with, the publisher will invite
the recipient by email to accept the certificate. Then, the recipient will receive an invitation from
the publisher, then the next step the recipient will send the blockchain address to the publisher.
This belongs to the unique concept of the blockchain itself. The process is incorporated into
blockchain transparency, where a person's identity is encrypted in a complex way through
encryption technology represented by a public address. Hidden. The issuer will then characterize
the certificate as [19]. An example of a case will be included in the code sha-256 (Secure Hash
Algorithm 256), which is an encryption function that is considered the ideal hash function of a
special security class in the concept of cryptography. Once hashed, it will enter the send and
accept phase, which means the publisher will send the blockchain certificate to the recipient via
the address or QR Code recipient that has been given to the publisher. In this way, the recipient
will automatically receive the certificate data sent by the issuer [20].

Therefore, the process of receiving data is faster for data verification. then PT will
immediately receive certificate data and check data through the blockchain to avoid and eliminate
third parties in the process of sending data to the organizer or recipient [21]. The ledger, which is
owned by the blockchain, can revolutionize the way data is processed and analyzed. Currently,
data is considered money, so all partners will continue to work to solve the problem in order to
get quality data [22]. In accordance with the Constitution No. 12 of 2012 that higher education as
part of the system national education has a strategic role in educating the life of the nation and
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advance science and technology with pay attention to and apply humanities values as well as the
culture and empowerment of the nation sustainable Indonesia [23].

3. Results and Analysis

This section shows the certificate printing process currently running at the university prior
to blockchain adoption, as well as a description of the blockchain technology certificate
authentication system described by the Blockcert method. [24].

3.1 Problem analysis

Fake diplomas that are widely circulated in society will of course have a negative and
negative impact on the reputation of educational institutions. Because, a diploma can no longer
prove a person's ability. This will clearly reduce public interest in formal education. So that these
problems greatly affect the socio-economic level, social, cultural and economic inequality will
continue to narrow. This is certainly not in line with the vision and mission of the state to become
rich and civilize [25]. This research is the first step towards establishing a higher education system
more transparent and technologically advanced. This is a higher education credit globally
decentralized, and a scoring system that can offer a globally integrated viewpoint for students and
higher education institutions, as well as for other potential stakeholders. From a teaching
perspective, the aim is to develop useful learning activities Educator teaching can be realized
through blockchain technology. Several blockchain applications were introduced in 10 carefully
designed studies [26].

3.2 Troubleshooting

College student Cashier College

Fig. 2. Current Certificate Printing Flow

There are 10 (Ten) certificate printing threads running before the use of blockchain
technology. Starting from the registration of an event conducted by the student, then the student
fills his personal data. After the student data is received by the cashier, the cashier will input the
data on the report to then make it print the receipts or receipt and the report [27]. Then, the cashier
sends the student data to the college, the college receives reports and then checks the accuracy
of the data for later in the certificate to print the student. After that, the certificate will be assigned
to the student [28]. This process often becomes a delay in granting certificates from an existing
time limit. The final stage in which the colleges receive report data from the cashier that still has
to manually match. After the matching, it can generate a certificate with the data already obtained
[29].

4. Conclusion

Blockchain in the world of education today, will certainly bring an impact to be able to
contribute success in advancing the national economy and education settings. Its state certificate
is considered very important in education, which is the most important role in creating an excellent
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resources ecosystem [30]. The writing of this article refers to the impact gained

significantly in the socio-economic implementation of the blockchain in the certificate issuance

system.

In e-blockchain-technology certificates that have a certificate of Publication of course

have many advantages of the E-Certificate design can clearly be seen, will many have significant
benefits by adopting a blockchain in the issuance of certificate activities including the following:

1.

Security: The security of certificates resulting from the results of an e-certificate issuance
system with the adoption of this blockchain technology, will only be operated by students
who have access to public keys.

Autonomy: In all the activities undertaken will be recorded throughout the data in a
decentralized manner. Which means, on the basis that each node on the blockchain has
atrack record, it is able to suppress the occurrence of server risk dropped and data loss.
Anonymity/Anonymity: In the E-Certificate model used a public key, by storing the private
key address in the client's data. It will be widely publicized and the verification process of
certificate documents to the agency or regulatory body of the workers will be effective,
efficient and able to suppress the amount of costs incurred.

Data Integrity: Blockchain is able to maintain and control stored data from data fraud
attempts.

The research that has been carried out is expected to have a good impact on the

procedures and management systems of publishing and have a substantial impact on the national
socio-economy. With the existence of media in the data integrity system that is able to maintain
and control the abuse of certificate documents, of course it will be able to contribute to the
changes that will be achieved by an educational institution or related organization.
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